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Abstract: PLCs produced at present have incomparably wider range of application options than PLCs produced in the past. One of the options where the
using of PLC has not yet been common is the safety-critical processes control. PLCs used for this purpose form a special category of PLCs and are known
as safety PLGs. Safety PLCs (Programmable Logic Controller) are one of the appropriate tools for implementation of safety-related control system
(SRCS). Their modular construction allows implementation not only control systems of defined safety integrity level (SIL), but even redundant contro/

systems with defined availability. The contribution considers influence of redunaant architectures on safety integrity of SRCS with safety PLC
Keywords: SRCS, safety PLC safety integrity level, probability of failure state, redundancy

INTRODUCTION

some manufactures offer safety PLC with modular architecture,

PLGs produced at present have incomparably wider range of which allows synchronously observing of availability and safety
application options than PLCs produced in the past. As an example of /n(reasmg of created SRCS.

the PLC application options expansion can be mentioned [1], (2], [3].

One of the options where the using of PLC has not yet been common is
the safety-critical processes control. PLCs used for this purpose form a
spedial cateqory of PLCs and are known as safety PLG.

Attribute of safety PLC Is after failure transition with defined
probability into pre-defined safe state (it’s an attribute marked as fail-
safe). For all commerdially available safety PLGs, safe state is
considered as state in which output is disconnected - state without
power (logical level 0 in output). This attribute s related to safety PL(,
not to SRCS which also includes a safety PLC. Safety PLCs are primarily
used for the implementation of SRCS at process level, therefore sensors
and actuators must also be considered as a part of SRCS/4]. The basic
parts of safety PLC consist of sensors, F-I module/modules (Fail-safe
Input -module), F-CPU (Fail-safe Central Processing Unit), F-DO
module/modules (Fail-safe Digital Output module) and actuators
(Figure 1.).0ue to the safety functions implemented by SRCS for
example contactors can be used instead of actuators, as it’s considered
in this contribution.

By combining the different architectures of the input part, the logic
and the output part, a wide range of architectures of SRCS with safety
PLC can be achieved. The contribution is more detailed about the
output part architectures of SRCS with safety PLC Influence of some
input part architectures on the reliable and safety properties of SRCS is
given forexample in [3].

The fundamental difference in manufactures attitude to ensuring

required availability and safety of safety PLC is that some

manufacturers observe these properties separately (they offer PLC
with increased availability and safety PLC with increased safety) and
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Figure 1. Basic parts of SRCS with safety PLC

As the achievement of required safety properties, as well as the
achievement of required availability is implemented by appropriate
application of redundancy. Literature relating to the SRCS with safety
PLC often says about using of redundancy only in the context of
increasing availability. This specificity is due to the fact that the
redundancy associated with increasing safety properties is mainly
applied in the modules of the safety PLC and therefore from user
viewpoint it’s "invisible” redundancy. Conversely, the redundancy
associated with increasing availability is from the user viewpoint

"visible', because it's implemented by using number of modules the
same type.
From this viewpoint SRCS with safety PLC can be diivided to:
v’ SRCS with safety PLC without redundancy;
v’ SRCS with safety PLC with redundancy.
In this understanding, objective of redundancy of SRCS with safety PLC
is enhancing its reliable properties (in relation to the availability of
SRCS). This doesn’t automatically lead to an increase of its safety
integrity. The contribution refers the interdependencies between the
influence of redundancy of SRCS with safety PLC on safety integrity
(expressed through the dangerous failure rate) and on the probability
of failure state of SRCS with safety PLC
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EVALUATION OF RELIABILITY AND SAFETY INTEGRITY OF SRCS
WITH SAFETY PLC
If we want to observe the readundancy influence on reliable and safety
properties of a system, it’s necessary to establish indicators by which
we will evaluate reliability and safety integrity. In this contribution the
observed properties are evaluated considering consequences of the
random hardware failure. The software evaluation isn’t object of this
contribution (software evaluation is based on qualitative methods).

In the next section of this contribution let’s assume that:

v’ individual considered parts of SRCS are independent of each other
in the meaning that an occurrence of failure in one part of SRCS
doesn't affect the probability of failure in other part of SRCS;

v’ SRCS implement one safety function and thus SIL SRCS correspond
to the SIL of the safety function.

Then the probability of SRCS failure state (decomposed according to

Figure 1) can be expressed by term:

P(t) = P(t) + P,(t) + Po(t) — Pi(£). PL(t)
—P;(8). Po () — PL(£). Po(£) + P (8). PL(). P (t)
where P, (t), P, (t) and P, (t) are probabilities of failure state of
the input part, the logic and the output part of SRCS.

The safety integrity level for SRCS is expressed by the dangerous

failures rate per hour and the function [6]. The dangerous failures rate

for SRCS accordling to Figure 1 can be expressed by term:
() = A () + Ap, (8) + Ao (2)

where Ay (t), Ay (t) and Ay (t) are dangerous failures rates
of the input part, the logic and the output part of SRCS.
THE OUTPUT PART OF SRCS WITH SAFETY PLC WITHOUT
REDUNDANCY
In the above given output part architectures, we consider one
controlled value. Implementation of specific safety function may
require more controlled values and therefore a greater number of F-D0
modules and actuators. Analysis of reliable and safety properties of the
output part of SRCS with safety PLC must cover all actuators and F-D0
modules that are involved in the implementation of the safety
function.

Connection with one actuator

Connection of the output part with one actuator (Figure 2) may be

Tome VIII [2015]
PoA(®) =1~ (1~ Ps(0))(1 = Ppo (1))
where P,(t)is the probability of failure state of actuator A
and Py (t) is the probability of failure state of F-D0 module.
For dangerous failures rate of the output part of SRCS with one
actuator (Figure 2) is valid"
20 (®) = Aga(t) + Aupo
where Ay 4 (t)is the dangerous failures rate of actuator A
andlypo Is the dangerous failures rate of F-D0 module.
Connection with two actuators
Connection with two actuators (Figure 3) may be used if actuator with
the required SIL isn 't available. This connection doesn t impose special
requirements on the safety properties of actuators and presumes safe
disconnection of controlled object RO from the power source (due to
the serial actuators connection).
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Figure 3. Connection of the output part with twoactuators
For the probability of failure state of the output part of SRCS with two
actuators (Figure 3) is valid"

PEA) =1~ (1= Pu(®)(1 = Pir(®))(1 = Pro (1))
where P,y (t), respectively Py (t) is the probability of failure state
of actuator A, respectivelyAgr and Ppo (t)is the probability of
failure state of F-DO module.

For the dangerous failure rate of the output part of SRCS with two

actuators (Figure 3) is valid"

dPHA(t)
dt
+ 1
40 HDO

Ao (6) = T

where Py 4(t)is the probability of dangerous failure of actuators

used if the F-DO module and also the connected actuator comply the PairA;, andAg, Ay po Is the dangerous failures rate of F-DO module.
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Figure 2. Connection of the output part with one actuator
For the probability of failure state of the output part of SRCS with one
actuator (Figure 2) is vali"

The probability of dangerous failure of actuators pair A;, and A g can
be expressed by term:
Pyp(t) < Py (8). Par(t)

The probability value Py, 4 (t) depends on the detection time with the
failure negation time of actuators (the failure negation time is due to
the failure detection time generally negligible). The failure detection of
actuators can be implemented by functional or test diagnostics (the
actuators diagnostics isn't shown in pictures in this contribution).For
the implementation of functional diagnostics is possible to consider
the failure detection time as the maximum time between operational
commands for changing of actuators state. For the implementation of
the test diagnosis is possible to consider the failure detection time as
the maximum time between the executions of test procedures.




ACTA TEHNICA CORVINIENSIS

Fascicule 1 [January — March]

— Bulletin of Engineering
For considerations in the next section of this contribution is valid"
»  the failure detection time with the failure negation time ist 4,
»  the random failures rates of actuators are constant (exponential
distribution of the failures occurrence).
Then the probability of dangerous failure of actuators pair A
and A g can be expressed by term:
Pya(tos) < (1 — e—lAL-foA)_ (1 — e—lAR-toA)

Pap(t) = 1= (1= Py (0))(1 = Pago (1))
where Py, (t), respectively Pyp,(t)is the probability of failure
state of actuatorA  ,, respectively Ag,.

For the dangerous failures rate of the output part of SRCS with
redundancy at actuators level (Figure 4) is valid"

256 (toa) < 2. 2411 ar1-toa + 2. arz- Aarz-toa + Aupo
where Aapq, Aari, Aarz and Aug, are random failures rates of

where Ay, respectively Aqg is the random failures rate of actuatorsAp,,Agy,Apz andAg,.

actuatorA , respectively Ag.
IfA.t < 1, so the dangerous failures rate of actuators pairA;,
and Ay, can be determined by term:
Anarr(bon) = 2. 241 Aag-toa
The dangerous failures rate of the output part of SRCS with two
actuators can be determined by term:
256 (toa) < Aupo + Anarr (toa)
where Ay p o s the dangerous failures rate of F-D0 module.
THE OUTPUT PART OF SRCS WITH SAFETY PLC WITH REDUNDANCY
Redundancy at actuators level
If the safety properties of actuators are significantly worse than the
safety properties of F-D0 module it's appropriate to apply redunaancy
at actuators level. The actuators control must be solved in the
application program. The principle of actuators control is shown in
Figure 4.
For the probability of failure state of the output part of SRCS with
redundancy at actuators level (Figure 4,) is valid:
PEA) =1 — (1 = Pyy (). Paz () (1 — Ppo (D))
Where Py, (t)is the probability of failure state of actuators
pairA; 1andAg, and P4, (t)is the probability of failure state of
actuators pairA ; , andAg, and Pp (t) s the probability of failure
state of F-D0 module.
The probability of failure state of actuators pairA;, and Agq Gan be
expressed by term:
Py(t)=1- (1 - PALl(t))(l - PARl(t))
where Py; 1 (t), respectively Py p1 (t) is the probability of failure
state ofactuator A 4, respectively Ag, .
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Figure 4. Connection of the output part with redundancy at actuators level
The probability of failure state of actuators pair Ay, andAg, can be
expressed by term:

Redundancy at F-D0 modules level

Redundancy at F-D0 modules level can be implemented (Figure 5) but
requires the application of additional measures. Objective of these
meastres is to prevent short dircuit of outputs of modulesF-D01 and F-
D02 (bytwo outputs its necessary to control one actuator)./n
assessing the reliable and safety properties of the output part with
redundancy at F-D0 modules level it's necessary to analyse the
influence of the implemented measures. There is in Figure 5
preventing the short circuit realized by the separating diodes.

There are also F-DO0 modules that have measures to prevent the short
dircuits implemented by internal circuits of the module. In this case
there is no need to deal with the analysis of the safety of these
measures,

It's necessary to set the redundancy at F-D0 modules level by using the
F-DO modules parameters (not every type of safety PLC supports this
type of connection). Then a user accesses the moaules pair F-D07
and F-D02 as in the case of one module.
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Figure 5. Connection of the output part with redundancy
at F-D0 modules feve/

The probability of failure state of the output part of SRCS with
redundancy at F-D0 modules level (Figure 5.) can be expressed by
term (assuming that measures to prevent short dircuits are realized by
Intemal circuits of the module):

PE" () =1~ (1= P (®)(1 - Pir(@®)(1

— Ppo1(t)-Ppoz (1))

where P, (t), respectively Py (t) is the probability of failure state
of actuator Ay, respectivelyAg and Ppoq(t), respectively
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Ppoo (t)is the probability of failure state of the module F-DO7, Table 1. Curves numbering in Figure 7 and Figure 8

resp e(f/'l/e/yF-Dog. . s Corresponding architecture
The dangerous failures rate of the output part of SRCS with redundancy LY.
at F-D0 modules level (Figure 5.) can be expressed by term: / Connection of the output part with twoactuators (Figure 3);

250 (toa) < 2. Aap-Aag-toa + Aupor + Aupoz 7 — fefms(a’}an.a;l(w[}]; "
where Ay po1, respectively Ay p oo s the dangerous failures rate of | > onnection of the oulput part with reaunaancy at actuators
the module F-DO1, respectively F-DO2. Jevel (Figure 4, terms (11) and (14)
Redundancy at actuators and F-DO modules leve/ 3 Connection of the output part with redundangy at f-00

. . . , modules level (Figure 5); terms (15) and (16).

If th e' reliable '0 roperties of ) the acuators pair A ‘ma:AR ‘”,6” ¢ 4 Connection of the output part with redundancy at actuators
sufficient and reliable properties of F-D0 module also aren't sufficient, and F-DO modules level (Figure 6);terms (17) and (18).

the connection according to Figure 6 can be used. T B ]
For the probabillty of failure state of the output part of SRCS with The graph in Figure 7 shows curves of the probability of failure state of

redundancy at actuators and F-D0 modules level (Figure 6.) s valig- 1€ oviput parts of SRCS with safety PLC. From these curves the
PRAM (1) = P24(¢t). P24(t) influence of redundancy on the probability of failure state of individual
0 = Fo1 (). Fo2

architectures of the output part of SRCS with safety PLC is obvious.
There are in Figure 8.curves of the dangerous failures rates of the
output parts of SRCS with safety PLC depending on the failure
detection time with the failure negation time of the actuatortt , 4 ).

where P34 (t) is the probability of failure state of the first channel
(components F-D01, A} 1 and Ag,) and P34 (t) is the probability of
failure state of the second cdhannel(components F-D02, A;,
and Ag, ). P31 (t) and P34 (t) can be determined by term ().

The dangerous failures rate of the output part of SRCS with redundancy ]
at actuators and F-D0 modules level (Figure 6) can be expressed by 06 -
term:
250" (toa) < 2. 2411 Aar1-toa S 04 - 2
+2. Aar2- Aar2-toa + Aupor + Aupo2 3
F-D01 0.2 -
; Ot
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o |A | 4, | |_>{ A, | Figure 7. The probability of failure state of the output parts of SRCS
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Figure 6. Connection of the output part with redundancy Figure 8. The dangerous failures rate of the output partsof SRCS
atactuators and F-DO modules level From the graphs in Figure 7 and Figure 8 can be seen that by influence

THE PROPERTIES COMPARISON OF INDIVIDUAL ARCHITECTURES ~ of using the redundancy we can achieve an improvement of the
Curves comparing the architectures of the output parts of SRCS with  reliability (reducing the probability of failure state) but it also leads to
safety PLC are shown in Figure 7 and Figure 8. And are built for SRCS deterioration of safety integrity (increase of the dangerous failures
with safety PLC Simatic (reliable parameters of components of Simatic 1ate).This Is caused by influencing the safety of the output part of SRCS
system can be found in [7] and safety parameters are part of the with redundancy by parts forming the reserve.
technical documentation of individual modules). Estimated random There isn’t in graphs in Figure 7 and Figure 8 curve corresponding to
failures rate of actuators is 5. 10 fr'. the architecture of the output part with one actuator (Figure 2). It's
For both images applies the curves numbering according to Table 1. because this architecture requires an actuator satistying the required
SIL. Such an actuator has different parameters (the probability of
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failure state and dangerous failures rate) as actuators used in other
architectures and therefore a comparison of such architecture with the
other architectures loses its meaning.
CONCLUSION
Reliable and safety properties of SRCS with safety PLC can be
influenced by the choice of an appropriate SRCS architecture. Choice of
architecture shouldn't be based only on observing one property
because its improvement doesn t automatically mean improvement of
other properties. Architecture should be chosen so as to fulfil the
minimum required level of all observed properties,
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