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Abstract: The Internet of Things (loT) is the network of physical objects (that contain sensors, actuators, trackers, storage, software, and other technologies) connected with
computing systems via wired (for example, Ethernet) or wireless (for example, WiFi, cellular) networks to exchange data and information, merging the digital and physical
universes to improve productivity, efficiency, services, etc. At the same time, civil engineering is experiencing a rapid digital transformation changing research frontiers and
knowledge base structure towards intelligent tendencies and smart and sustainable infrastructure. The application of loT in civil engineering assumes new challenges, such as
data security and privacy concerns, interoperability issues, and the need for loT professionals. However, the benefits of loT in enhancing construction processes, infrastructure
management, and sustainability make it a compelling and promising area for the civil engineering industry, making it more efficient, sustainable, and responsive to the needs
of modern society. This paper aims to assess the current status of loT implementation in civil engineering, highlighting its applications, benefits, and potential. Additionally,
this article will explore the challenges and difficulties faced by the industry in fully leveraging the capabilities of loT. By understanding the existing issues, this study intends to

offer insights and recommendations to overcome obstacles and optimize the usage of loT in civil engineering projects in the Romanian context.
Keywords: civil engineering, civil engineering projects, device communication, Internet of Things, loT challenges, global network

INTRODUCTION

The concept of the Internet of Things (loT) was first
coined by British engineer Kevin Ashton in 1999. Kevin
Ashton, while working at Procter & Gamble, used the
term “Internet of Things” in a presentation to describe a
revolutionary idea where everyday physical objects could
be connected to the Internet and communicate with each
other. At the time, Kevin Ashton was exploring ways to
improve supply chain management and inventory control
in retail using RFID (Radio Frequency Identification)
technology. He realized that by equipping objects with
RFID tags and connecting them to the internet,
businesses could gain real-time visibility into their
inventory, track products, and automate processes more
efficiently. The term “Internet of Things” captured the
essence  of  this  vision, emphasizing  the
interconnectedness of physical objects and their ability to
communicate over the Internet without human
intervention. The concept quickly gained traction and
became a cornerstone in the development of the loT
industry [1].

Following Kevin Ashton’s proposal, 10T has grown
exponentially, becoming a major driver of innovation in
technology and transforming various industries. Today,
the 10T ecosystem includes a vast array of devices,
sensors, and systems that collect and exchange data,
enabling automation, data—driven decision-making, and

new levels of efficiency in numerous domains. From smart
homes to industrial automation, from healthcare to
agriculture, 10T applications have proliferated, making our
lives more connected and convenient [2,3].

The Internet of Things (1oT) has a lot of applications in the
field of civil engineering (such as buildings, roads, bridges,
dams, railways, sewerage systems, etc.), revolutionizing
the way infrastructure is designed, constructed, and
managed [4]. loT implementation in buildings aligns with
the broader concept of creating smart buildings that are
energy—efficient, technologically advanced, and user—
centric. By focusing on these aims, 10T technology
contributes to sustainable and optimized building
management, leading to a positive impact on both
occupants and the environment [5,6].

While converting existing buildings into smart buildings is
feasible, the complexity and extent of the conversion may
vary depending on the building’s age, infrastructure, and
desired level of smart functionality. In some cases,
retrofitting may be straightforward, while in others, it
might involve more extensive modifications [7].

By employing this interconnected network of sensors,
actuators, and microchips, smart buildings can create an
efficient, automated, and adaptive environment. By
harnessing the power of 10T and automation, smart
buildings offer numerous benefits, including increased
energy efficiency, cost savings, improved occupant
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comfort, enhanced security, and reduced environmental
footprint. The ongoing advancements in loT technology
continue to expand the possibilities and potential for
smart buildings in creating more intelligent, sustainable,
and connected spaces, to enhance energy efficiency,
occupant comfort, security, and overall building
performance. As technology continues to advance, smart
buildings will likely become more sophisticated, offering
even greater benefits and capabilities to building owners,
operators, and occupants, making smart buildings an
essential component of sustainable and eco-friendly
urban development.

Some examples of smart infrastructure in different

sectors are smart office buildings, smart transportation

facilities, health care facilities and hospitals, educational
facilities, smart stadiums, smart parking lots, smart waste
management, smart energy grids, smart farming, smart

bridges, and roads [8-10].

Modern smart buildings were initially envisioned as

sensor-embedded residences with various integrated

systems. The concept revolved around using a network of
sensors to gather data about the building’s environment,
such as temperature, lighting levels, occupancy, and
energy usage. The key features of such smart buildings
include sensor integration, centralized control, remote
operation, efficiency and sustainability, interoperability,

and data analytics [11-13].

[oT SYSTEM ARCHITECTURE

The Internet of Things (loT) integrates systems from

hardware to software, encompassing

technologies and components. The Internet of Things

(IoT) system architecture is commonly described as a

four—stage process, also known as the loT data flow,

where data is collected from sensors attached to various

“things” and then transmitted through a network for

processing, analysis, and storage. It involves four main

stages:

— Sensing/Perception stage: in this initial stage, sensors,
and devices attached to physical objects, often
referred to as “things,” collect data from the
environment. These sensors can measure various
parameters, such as temperature, humidity, pressure,
motion, and more. The data collected at this stage is
often in the form of raw sensor data.

— Communication/Network stage: once the sensors have
gathered the raw data, it needs to be transmitted or
communicated to a central processing system or data
center. This stage involves the use of communication
protocols and networks, such as Wi-Fi, Bluetooth,
Zigbee, LORaWAN, or cellular networks, to transfer the
data from the sensors to a gateway or directly to the
cloud.

— Data processing and analysis stage: after the data is
transmitted to the central system or cloud, it
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undergoes processing and analysis. This stage involves
various data processing techniques, such as filtering,
aggregation, normalization, and analytics. The goal is
to extract meaningful information and insights from
the raw data. Data processing can occur either at the
edge (edge computing) or in the cloud, depending on
the specific use case and requirements.

— Cloud/Storage stage: in the final stage, the processed
and analyzed data is stored in a cloud-based data
center or storage system. Cloud storage provides
scalability, accessibility, and the ability to store vast
amounts of data generated by numerous 10T devices.
The data stored in the cloud can be further used for
real-time monitoring, historical trend analysis,
predictive analytics, and other applications.

The four-stage loT system architecture enables the

seamless flow of data from the physical world (things and

sensors) to the digital world (cloud and data center),
where valuable insights can be derived, and appropriate
actions can be taken based on the analysis results. This
process is fundamental to the functioning and
effectiveness of 0T solutions in various industries and

applications [14].

APPLICATIONS OF IoT IN CIVIL ENGINEERING

The Internet of Things (loT) has a wide range of

applications in civil engineering, transforming the way

infrastructure is designed, built, and managed [15-23].

Some examples of loT applications in civil engineering

include:

i Structural health monitoring: 10T sensors can be
integrated into  buildings, bridges, and other
infrastructure to monitor their structural health in real
time. These sensors can detect vibrations, stresses,
strains, and temperature changes, providing early
warnings of potential structural issues and allowing for
timely maintenance and repair. Benefits of structural
health monitoring using loT sensors:

— Enhanced safety: Structural health monitoring using
loT sensors helps identify potential structural issues
early, minimizing the risk of catastrophic failures and
ensuring the safety of occupants and the public;

— Predictive maintenance: Continuous monitoring allows
for predictive maintenance, leading to cost savings and
reduced downtime due to unscheduled repairs;

— Data-Driven decision making: Real-time data from loT
sensors enables data-driven decision-making for
structural maintenance and repairs;

— Increased lifespan: Proactive maintenance and early
detection of structural issues contribute to extending
the lifespan of buildings and infrastructure;

— Structural  performance optimization: Continuous
monitoring and analysis allow engineers to optimize
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structural designs and materials  for
performance and efficiency.
Smart construction sites: loT-enabled devices and
sensors can be deployed on construction sites to
monitor equipment, materials, and workers. This
enables better project management, optimized
resource allocation, improved safety, and reduced
downtime. Benefits of 10T in smart construction sites:

— Improved productivity: loT-driven data insights enable
optimized resource allocation and streamlined
workflows, enhancing construction site productivity;

— Enhanced safety: loT-based safety monitoring reduces
risks and helps in early detection of potential hazards,
ensuring a safer working environment;

— Cost savings: Predictive maintenance and efficient
resource management lead to cost savings on
equipment repairs and operational expenses;

— Real-Time decision making: Real-time data from loT
devices empowers project managers to make prompt
and data—driven decisions;

— Environmental  compliance: 10T  environmental
monitoring ensures construction sites comply with
environmental regulations, mitigating environmental
impacts;

— Better project management: loT data provides project

managers with a comprehensive view of construction

site activities, enabling more effective planning and
execution.

monitor and manage various aspects of infrastructure,
such as smart lighting systems that adjust brightness
based on occupancy, smart water management
systems for leak detection and conservation, and
intelligent traffic management systems for real-time
traffic control. Benefits of 10T in smart infrastructure
management:

— Improved Efficiency: loT-driven smart infrastructure
management optimizes resource usage, reduces
operational costs, and enhances overall efficiency;

— Real-Time Insights: 10T sensors provide real-time data,
enabling quick response to changing conditions and
immediate intervention when needed;

—Enhanced Safety and Resilience:  Continuous
monitoring and predictive maintenance enhance the
safety and resilience of critical infrastructure;

— Data-Driven Decision Making: Data analytics from loT
devices support data-driven decision-making for
infrastructure planning and management;

— Sustainability:  loT-driven  smart  infrastructure
management contributes to sustainability goals by
reducing energy consumption and resource waste.

improved |:

Smart infrastructure management: 10T can be used to |}

nvironmental monitoring: oT sensors can be
employed to monitor environmental conditions in and
around construction sites or infrastructure. This
includes monitoring air quality, water quality, noise
levels, soil conditions, wildlife monitoring, and urban
environmental monitoring, which helps in assessing
the environmental impact and ensuring compliance
with regulations. Benefits of environmental monitoring
using loT Sensors:

Real-Time insights: 10T sensors provide real-time data
on environmental parameters, allowing for immediate
action or response in case of pollution or
environmental risks;

Data-Driven decision making: Environmental data
collected from 10T sensors enable data—driven
decision—-making for environmental management and
policy development;

Early detection of environmental issues: loT-based
monitoring allows for early detection of pollution
events, enabling timely interventions and minimizing
environmental impacts;

Cost-Effective solutions: loT-based environmental
monitoring  systems can provide cost-effective
solutions compared to traditional monitoring methods;
Environmental conservation: Environmental
monitoring using 10T sensors contributes to better
conservation and protection of natural resources and
ecosystems.

mart waste management: loT-based smart waste

management systems use sensors to monitor waste

levels in bins, optimizing waste collection routes, smart
collection vehicles, reducing operational costs, and
promoting sustainability. Benefits of loT-based Smart
Waste Management:

Cost savings: Optimized waste collection routes and
schedules lead to reduced fuel costs and operational
expenses for waste management companies and
municipalities;

Waste reduction: Efficient waste collection minimizes
overflowing bins and litter, leading to a cleaner and
more aesthetically pleasing environment;
Environmental impact: Smart waste management
helps reduce carbon emissions and contributes to
environmental sustainability by optimizing waste
collection processes;

Real-Time insights: Real-time monitoring provides
instant feedback on waste bin fill levels and collection
status, allowing for immediate response to any sudden
changes or emergencies;

Improved  efficiency: loT-based smart waste
management streamlines waste collection operations
and improves overall efficiency, ensuring a more
reliable and consistent waste collection service.
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Geotechnical monitoring: 10T devices can be installed |

in the ground to monitor soil conditions and slope
stability, providing crucial data for geotechnical
engineers to make informed decisions during
construction and maintenance projects. Benefits of
Geotechnical Monitoring using loT:

Enhanced safety: Geotechnical monitoring helps
identify potential geotechnical hazards, enabling timely
interventions and ensuring the safety of structures and
individuals;

Improved design and construction: Real-time data on
soil conditions allows engineers to optimize their
designs, select appropriate construction methods, and
make informed decisions during construction projects;
Cost savings: Early detection of geotechnical issues can
prevent costly damages and delays, ultimately saving
resources during construction and operation;
Predictive maintenance: Geotechnical monitoring
enables predictive maintenance, ensuring that
structures and foundations are regularly inspected and
maintained to prevent failures;

Data-Driven decision making: Geotechnical data
collected from IloT sensors facilitate data—driven
decision-making for construction, infrastructure
planning, and risk management.

Energy efficiency and building automation: loT can be
used to create smart buildings with automated
systems that optimize energy usage. This includes
smart thermostats, lighting controls, and energy

management systems, leading to energy savings and |

reduced carbon footprint. Benefits of loT in Energy
efficiency and building automation:

Energy savings: loT—enabled building automation
optimizes energy usage, leading to significant energy
savings and reduced operating costs;

Enhanced comfort: Building automation systems
provide occupants with a comfortable and
personalized environment, adjusting settings based on
their preferences and needs;

Sustainability: ~ Smart  buildings  contribute  to
environmental sustainability by reducing energy
consumption and greenhouse gas emissions;

Improved operational efficiency: loT-based
automation streamlines building operations, leading to
increased  efficiency in maintenance, energy
management, and facility management;

Data-Driven decision making: Data analytics from loT
sensors help building managers make data—driven
decisions for optimizing operations and energy usage;
Remote control: 10T allows for remote monitoring and

control  of building systems, facilitating easier
management of multiple properties from a centralized
location.
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sset tracking and management: loT-based asset
tracking systems allow civil engineering firms to
monitor the location and condition of equipment,
tools, and materials, ensuring better inventory
management and reducing the risk of theft or loss.
Benefits of loT in Asset tracking and management:

— Improved asset visibility: Real-time tracking provides
businesses with comprehensive visibility into the
location and status of their assets, leading to better
resource management;

— Enhanced security: loT-based asset tracking systems
deter theft and improve asset security by enabling
rapid recovery and accurate identification of lost or
stolen assets;

— Increased efficiency: Automation and real-time data
enable businesses to optimize asset utilization,
streamline workflows, and reduce operational costs;

— Predictive analytics: loT-generated data allows for
predictive analytics, helping organizations identify
patterns and trends related to asset usage and
performance;

— Regulatory compliance: loT-based asset tracking
systems assist in meeting regulatory compliance
requirements by providing accurate records of asset
movement and condition;

— Streamlined maintenance: Predictive maintenance and
condition monitoring ensure that assets are well-
maintained, reducing the risk of unexpected
breakdowns.

i Disaster management: 10T technologies have an
important role in disaster management by providing
real-time data on weather conditions, water levels,
and potential hazards. This data helps in early warning
systems and disaster preparedness planning. Benefits
of loT in Disaster management:

— Early detection and timely response: 10T technologies
enable early detection of disasters and rapid response,
saving lives and minimizing property damage.

— Data-Driven decision making: Real-time data from loT
sensors helps disaster management authorities make

informed decisions and allocate resources more
effectively;

— Resilient communication: loT-based communication
systems  ensure  uninterrupted  communication

channels during disasters when traditional networks
may be compromised.

— Improved situational awareness: 10T devices provide
detailed situational awareness, helping responders
assess the severity of the disaster and plan their
actions accordingly.

— Faster recovery and reconstruction: loT data aids in
efficient post—disaster recovery efforts, expediting the
rebuilding process.
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Remote monitoring and maintenance: 10T enables
remote monitoring and maintenance of infrastructure,
reducing the need for physical inspections and
facilitating predictive maintenance practices. Benefits
of loT-enabled Remote monitoring and maintenance:

— Cost savings: Remote monitoring reduces the need for
frequent site visits, saving time and travel costs for
maintenance personnel;

— Increased efficiency: Real-time monitoring and
predictive maintenance optimize asset performance,
reducing downtime and maximizing productivity;

— Improved safety: Remote monitoring minimizes the
exposure of maintenance personnel to potentially
hazardous environments;

— Enhanced asset lifespan: Proactive maintenance based
on real-time data helps prolong the life of assets and
equipment;

— Data-Driven decision making: Data analytics provide
valuable insights for making informed decisions related
to asset management and maintenance;

— Scalability: 1oT-based remote monitoring systems are
easily scalable, allowing businesses to monitor and
maintain multiple assets or facilities efficiently.

The integration of 10T in civil engineering offers numerous
benefits, including enhanced safety, improved efficiency,
cost savings, and more sustainable infrastructure
development and management. As the technology
continues to evolve, the potential for loT in civil
engineering applications is expected to expand further.
RESEARCH METHODOLOGY
The primary method of data collection in this research
was through a questionnaire survey. By using
questionnaires, the researchers aimed to collect data on
various variables of interest related to the civil engineering
industry in Romania, such as attitudes, perceptions,
experiences, or practices of the construction practitioners
to gain a better understanding of their perspectives,
challenges, and potential areas for improvement in the
industry. This could include topics such as construction
methods, safety practices, project management,
sustainability, and more.
Using the method of random sampling, the findings from
the selected 60 participants (CEOs, managers, and various
experts from various levels in the technical and economic
fields, 48 men and 12 women in senior positions) can offer
valuable data—driven insights that may inform policy
decisions, industry practices, and future research
endeavors related to the Romanian construction sector.

Al participation in the studies was voluntary. All

participants received information about on study aims and
confidentiality. Semi-structured interviews allow for a
balance between having some predetermined questions

while also allowing participants the freedom to elaborate
on their responses and provide additional insights.

The following questions were addressed to the
participants:

E Q1) Are there parts/devices/machines/installations in
your company that can be operated via the Internet?
Q2) When did you implement these parts/devices/
machines/plants in your company?

Q3) Can you provide a list of these parts/devices/
machines/installations?

Q4) How many types of these parts/devices/machines/
installations are there in your company?

Qs5) Do you know how to operate these
parts/devices/machines/installations in your company?
Q6) How has the integration of internet-operated
parts/ devices/machines impacted your work or the
company’s operations?

Q7) What is the reliability of these devices/machines/
installations in the 10T system?

Q8) Do you receive any training or support to operate
these internet—connected  parts/devices/machines
effectively and securely? If yes, could you provide the
period of time?

Q9) Do you know the advantages and disadvantages
of using these parts/devices/machines/installations in
your company?

Q10) Are you planning to implement modern I0T
solutions in your company in the future period?

Q11) How do you ensure the security and privacy of
internet—operated systems within the company?

Q12) What do you think would be the risks and
challenges in the next 5 years for implementing these
loT solutions?

Most of the participants are civil engineers (70 %), 80 % of
participants obtained a diploma, and 20% held master’s
and PhD. It’s interesting to note that 50% of the
participants have less than ten years of experience in the
field, 40% of participants have less than 20 years of
experience, and 10% of participants have less than 40
years of experience.

SPSS Software version 22.0 has been used for the data
analysis. The correct application of the semi-structured
interviews was verified by analyzing the credibility of the
obtained results.
RESULTS

During June 1% -
interviews were conducted,
considered valid.

Question Q1 finds that the participants in these interviews
demonstrated the following level of understanding of
these subjects:

g verywell: 50% of participants;

g well: 30% of participants;

B cnough: 15% of participants; and

July 31", 2023, 60 semi-structured
and all of them were
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£ notenough: 5% of participants.
The overall average certainty level was 85% on a scale
from 0 to 100 which indicates a relatively high level of
certainty among the respondents about these subjects.
The answers to questions Q2 and Q3 find that the
participants knew the period of implementation of these
parts/devices/ machines/plants in their company as
follows:

B verywell: 40% of participants;

g well: 30% of participants;

B cnough: 25% of participants; and

B notenough: 5% of participants.
It is noted that for questions Q4 and Qs, the following
results were recorded:

g verywell: 45% of participants;

g well: 35% of participants;

B cnough: 15% of participants; and

B notenough: 5% of participants.
It was found that for questions Q6 and Qy, the following
results were obtained:

g verywell: 50% of participants;

g well: 30% of participants;

B cnough:15% of participants; and

E notenough: 5% of participants.
For question Q8 it was found that respondents confirmed
the training or support to operate these internet-
connected and the period of time as follows:

g verywell: 50% of participants;

g well: 30% of participants;

B cnough:15% of participants; and

B notenough: 5% of participants.
Question Q9 finds that the participants knew the
advantages and disadvantages of using these
parts/devices/machines/installations in their company as
follows:

g verywell: 55% of participants;

g well: 35% of participants;

B cnough: 5% of participants; and
B notenough: 5% of participants.
Furthermore, it was found that the respondents’

dissatisfaction with |oT devices is not directly influencing
their interest or willingness to adopt more 10T solutions in
the company (this finding can have several implications:
dissatisfaction with loT devices, separation of concerns,
potential for improvement, and varied factors influencing
implementation).

The answers to question Q10 find that the participants
planning to implement more 10T solutions in their
company in the future as follows: 95% of participants, and
only 5% participants are not sure.

For question Q11 it was found that respondents knew that
the 10T introduces new challenges and risks for the
security and privacy of data and devices and it is very
important to ensure that 10T network is protected from
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unauthorized access, malicious attacks, and data
breaches, as follows: 95% of participants knew, and only
5% participants are not sure. They agree to use the best
practices to follow, such as:

g choosing reliable l0T devices;

g cncrypting and authenticating your loT data;

g implementing access control and monitoring;

g updating and backup the loT system.

On the other hand, they specified correctly some of the
common types of vulnerabilities that affect 10T devices,
such as:

B the use of default or weak credentials (failing to
change default passwords can leave devices
vulnerable to unauthorized access);

the insecure network protocols (loT devices may use
weak or unencrypted communication protocols,
making them susceptible to eavesdropping and data
interception);

the lack of updates or patches (failure to apply these
updates can leave devices exposed to known security
flaws);

the inadequate access control (weak access controls
can allow unauthorized users to gain access to
sensitive data or control 10T devices);

and the poor data protection (insufficient encryption
or data protection measures can expose sensitive data
to unauthorized access or tampering).

Furthermore, regular security assessments, employee
training, and staying informed about emerging threats can
further strengthen their [0T security posture. The results
for question Q12 regarding respondents’ opinions about
the risks and challenges in implementing loT solutions
over the next 5 years were: 9o% of participants knew
about the risks and challenges associated with
implementing 0T solutions in the next 5 years; only 10% of
participants were not sure about the risks and challenges.
It is highlighted that understanding the risks and
challenges associated with loT implementation can lead
to better decision-making, risk management, and
resource allocation. It enables organizations to take
necessary precautions and implement measures to
mitigate potential problems before they escalate.
CONCLUSIONS

A comprehensive literature review on technology
adaptation in civil engineering can provide valuable
insights into the current state of research, trends,
challenges, and potential solutions in this field. Designing
a smart civil engineering  structure  requires
interdisciplinary collaboration among civil engineers,
architects, loT experts, and technology providers.

By analyzing existing studies and publications, researchers
can identify gaps in knowledge, emerging technologies,
and best practices for improving technology adoption in
civil engineering.
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On the other hand, the study’s comprehensive
examination of loT in civil engineering from Romania
contributes valuable knowledge to the field and offers
actionable  insights  for  businesses, researchers,
policymakers, and other stakeholders. It has the potential
to influence decision-making, promote growth, and drive
positive advancements in the 10T landscape in Romania
based on the following reasons:

— understanding perception and use: The study provides
valuable insights into the perception of IloT
technologies in Romania. Understanding how these
technologies are perceived and utilized by businesses
and industries can help identify opportunities and
challenges for their adoption and implementation.

—identifying barriers and risks: by highlighting the
barriers and risks associated with loT adoption, the
study offers essential information for businesses and
decision—-makers. Recognizing these obstacles allows
organizations to develop strategies to overcome
challenges and mitigate potential risks.

—industry and support services focus: focusing on the
industry and support services sectors in Romania, the
study narrows down its scope to specific domains,
making the findings more relevant and actionable for
businesses operating in these sectors.

— providing insights for development: the study’s
exploration can serve as a foundation for future
planning and investment decisions; this can guide
policymakers, industry stakeholders, and academia in
creating supportive environments for loT growth.

— bridging business—academia gap: research that
addresses real-world industry challenges can bridge
the gap between academia and the business world.
The findings can be valuable for academia to refine
their curricula, foster collaboration with businesses,
and conduct further research in relevant areas.

— informing policy and strategy: the study’s findings can
inform policymakers about the current state and
potential of 10T in Romania. It can influence the
formulation of policies that promote innovation,

infrastructure development, and regulatory
frameworks to support loT growth.
—driving innovation: understanding the existing

landscape of 10T in Romania can inspire innovative
ideas and solutions. The study may spark innovations,
product developments, and service offerings to
address the identified needs and challenges.

— fostering collaboration: the study can serve as a basis
for collaboration between businesses, academia, and

government agencies. It encourages stakeholders to
work together to address challenges, share
knowledge, and drive the development of IoT

solutions in Romania.
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