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Abstract: With invent of new technologies and devices, Intrusion has become an area of concern because of security issues, in the ever growing area of
qyber-attack. An intrusfon detection system (IDS) is defined as a device or software application which monitors system or network activities for
malicious activities or policy violations, It produces reports to a management station. In this paper we are mainly focused on different IDS concepts

based on Host and Network systems.
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INTRODUCTION

With the recent advances in technology, people are sharing more and
more information among each other. Some organizations like
medicine, military etc. are sharing data which is highly sensitive and
important. For secure communication, people are using cryptography,
using secret key, so that only authenticated receiver can decrypt the
message and authenticity of message remains intact. But intruders
are not interested to decrypt message. They can use sophisticated
tools to attack the host on the network and get access to the sensitive
data. Here, IDS comes as a savior. IDS provide three important security
functions of monitoring, detecting and responding to unauthorized
activities [2]. It usually provides three services: Observing and
analyzing the host and the network activities, audit system
configurations and evaluating of integrity of critical information by
estimating abnormal activities. IDS are generally dlassified as follows;
1. Host-Based (HIDS): Host based intrusion detection systems run on
individual hosts / devices on the network. It monitors the
incoming and outgoing packets from the device and alerts the
administrator on detection of suspicious activity.

Network-Based (NIDS):  Network based intrusion detection
systems monitor traffic between all devices on the network. On
performing an analysis for a passing traffic on the entire subnet
(in a promiscuous mode), it subsequently matches the traffic on
the subnets to the collection of known attacks. On finding a
match, alert is sent to the administrator. Today, IDS becomes
necessary for every organization to secure their sensitive data
from intruders. In the next sections, we will discuss about various

HOST BASED IDS

Host based IDS is aimed at collection and analysis of information on a

particular host or system [3]. This Host agent monitors and prevents

intruders to compromise system security policy. HIDS plays different
role from Anti-virus, Anti-virus is supposed to monitor all the

activities inside the system but not concerned with buffer overflow
attacks on system memory nor malicious behavior of operating

system process but HIDS checks and collect system data indluding File

System, Network Events, System (alls to verify whether any
inconsistency has occurred or not. HIDS system relies heavily on audit
trail and system logs to detect unusual activities inside the system.

Host-based systems can monitor access to user specific information

which is a major advantage [3], [4]. HIDS can identify an improper
user of company resources. On detection of similar pattern (similar to
past attacks or suggestive of an attack); activity with that workstation

an be stopped, thus blocking the attack. This is greatly useful in

systems where system resources are accessed remotely in a routine
manner. Some major disadvantages as follows:

(1) they cannot see the network traffic [3];

(2) HIDS rely heavily on audit trails which can exhaust a lot of
resource and space in server, and

(3) lack of cross-platform interoperability.

Inspection of system configuration files to check for failure-prone
setting and of other system objects for security policy violations are
the basic job of a HIDS host-based mechanism [3]. If intruders
succeed in modifying the HIDS itself then there is no way fo detect
intrusfon — unless security administrators take appropriate

tools and techniques used in Host based and Network based precautions.

Intrusion detection systems.
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EIM  Enterprise Manager [6], an enterprise class event  log
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real-time. On detection of critical events, immediate email alerts are
helpful in activating more stringent security policies.
[8] has proposed an Intrusion Detection System where they compare
the performance of their fuzzy rule based dassifiers for DS with similar
performance obtained from the dedision tree, support vector
mechanisms and linear genetic programming. Toosi et al. [9]
presented a method to dassify the normal and abnormal behavior in
network, proposing Adaptive Neuro Fuzzy Inference system to
categorize normal and suspicious behavior and detect intrusion.
Abraham et al. [10] have proposed an Intrusion Detection System
which uses Distributed 1DS to detect intrusion in a network. The
approach makes use of three fuzzy rule based dassifiers in a distributed
environment to detect intrusion detection.
David et al [28] introduce concept of mimicry attack which allows an
advanced intruder to hide their identification to avoid DS detection.
The authors then propose theoretical concept to detect and prevent
mimicry attacks.
Yeung et al [29] adopt an anomaly detection approach. They detect
possible intrusions, based on program or user profiles, built from
normal usage data. Here the dynamic modeling approach, based
on Hidden Markov Models (HMM) and the static modeling approach,
based on event occurrence frequency distribution have been
extensively used.
STAIL Is a state/transition based attack description language, which is
extensible. This is developed by Eckmann et al [30]. It is intended to
describe intrusion detection type activity. A STATL helps describe both
domain-independent attacks and for providing constructs to help
extending the language. This is for taking care of attacks to particular
domain and environments.
NETWORK BASED 1DS
Network Based Intrusion Detection Systems (NIDS) are active systems.
These are deployed on networks to primarily monitor the network
traffic. NIDS are operated under promiscuous mode without exposing
itself to the potential attackers. MIDS systems generally work by
identifying attacking signature within the networks. MIDS are 0S
independent and also compromising one NIDS will not affect the
system if multiple NIDS are deployed to monitor the traffic flow.
Sometimes network peaple raise a question like what can NIDS do
that Firewall can't? The firewall is the equivalent of a security fence
around a property and the guard post at the front gate. But Firewall is
not able to detect what is happing inside [3]. Firewalls are subject to
many attacks, tunneling attacks and application-based attacks are
most prominent. On the other hand a NIDS system works like a body
guard which is monitoring both inside and outside of a property. It
monitors packets, matches pattern; find attacking signature from
already existing attacks done in the past and sometime statistical
analysis of the information fo detect abnormal behavior. However
NIDS system cannot scan the content if network traffic is encrypted, it
cannot efficiently handle high speed networks.
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Snort [5], an apen source network intrusion prevention system, is
capable of performing real-time traffic analysis and packet logging on
IP networks, It can handle various intrusion detection techniques like
buffer overflow, protocol analysis, (Gl attack and many more.
Trivedi et al. [7] proposed an Intrusion Detection System which defines
a term called “Reputation” that is assigned to every node in the
network. Every node monitors the behavior of its next-hop nejghbor
through promiscuous mode. A reputation manager keeps track of all
the “Reputation” values from all the nodes, for updating the
reputation value. A node is declared as malicious whenever it crosses a
predefined threshold. A warning message is sent only fo the
immediate neighbors. Each node also contains an Avoid list. It contains
a list of malicious nodes and no further communication is done
through these already identified malicious nodes.
Toosi et al. [11] presented a method to dassify the normal and the
intrusive behavior in a network. They used a combination of neuro-
fuzzy networks, fuzzy interference and genetic algorithm to dlassity
the network. Parallel neuro-fuzzy dassifiers did the initial classification
and its output was the basls of the fuzzy inference system. Finally, the
genetic algorithm approach was used to optimize the dedision.
Faysel and Haque [12] surveyed various methods of cyber-attack
detection and dassification technique. These are based on neural
networks and data mining. They have also discussed IDS evaluation
criteria and dataset for IDS validation. Trivedy et al. [13] suggested a
Semi Distributed Reputation-based 1DS method for Mobile Ad Hoc
Networks (MANETs) proposing a unique concept of redemption and
fading with path manager and monitor system, making the system
invulnerable to many MANET attacks. An Ant Colony based IDS was
proposed by Banerjee et al. [14] which keeps track of the intruder trails
and works in conjunction with the machine learning system to make
sensor networks less vulnerable to intrusfon attacks. Saravanakumar
et al. [15] tackle the issue of complexity and throughput, prime
important points in the current Intrusion Detection Systems (IDS).
They compare various DS systems that use different algorithms to
detect the intrusions. They proposed a scheme that uses a
combination of Artificial Neural Network algorithms to design IDS. This
enables faster convergence and delivers better performance.
Shun and Malki [16] have a scheme which uses feed forward neural
networks with back propagation training to predict and detect the
attacks on network. With appropriate training the proposed IDS
system greatly enhances the performance of the IDS system and
detects the known and unknown attacks with higher probability.
Intrusion Detection System (IDS), developed by Chavan et al. [17], uses
Fuzzy Inference System and Artificial Neural Networks and it is trained
by creating a signature pattern database, using Protocol Analysis and
Neuro-fuzzy learning methoa.
Dal et al. [18] proposed an Intrusion Detection System method which
applies Genetic Algorithm with Artificial Immune System (AlS). They
have evolved a Primary Response following the concept of memory
cells which is dominant in Natural Immune System, enabling faster
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detection of already encountered attacks. These cells are random in
nature, dependent on the evolution of the detectors, thus granting
greater immunity from anomalies and attacks.
Dasgupta et al. [19] focuses on the recent improvements in Artificial
Immune System [AIS]. Yang et al. [20] use a related method in AlS to
enhance the performance of IDS, using antibody concentration to
evaluate the damaging power of the intrusion in the network.
Hosseinpour et al. [21] suggested a method to improve the detection
performance and accuracy of IDS system, proposing a distributed
multilayered framework to improve the detection and efficiency of IDS.
The genetic algorithm proposed by them enhances the secondary
immune response of the system.
Jie et al. [22] devised a method for signal detection using Artificial
Immune System [AIS] for anomalistic signal detection in an
electromagnetic environment. Saboori et al. [23] proposed an Apriori
Algorithm to detect an anomaly in the system. It predicts a novel
attack and generates a set of real-time rules for the firewall, and
functions by extracting the correlation relationshijps among large data
sefs.
Nikolova and Jecheva [24] suggested an anomaly based  Intrusion
Detection System (1DS) using data mining techniques like classification
trees to describe the normal activity of the system. Similarity
coefficients are used to detect the intrusion in the system, which
compare the similarity between the normal behavior and the observed
behavior. Depending on the measured degree of similarity, a decision
Is reached about the system being under attack or not.
Karim [25] described application of Computer Intelligence in the
Network Intrusion Detection, explaining the usage of dustering,
feature selection, and anomaly detection.
Jianhua et al. [26] describes detection and exclusion of misbehaving
nodes by dropping packets forwarded through them. A reputation-
based scheme for efficiently solving the problem has been suggested
where nodes with bad comprehensive reputation will be exduded
from the network.
Thakur et al [27] described a multi-dimensional approach towards
intrusion detection. Network and system usage parameters like source
and destination IP addresses, ports; incoming and outqoing network
traffic data rate and number of CPU cycles per request are divided into
multiple dimensions. Authors established a conditional function during
the training phase for each dimension.
CONCLUSION
Network-based and host-based IDS prevent both insider as well as
outsider attacks. There are ever evolving methods of intrusion
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