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Abstract: The paper deals with an idea of informing the car drivers on problem of road degradation via sending of warning messages from road side
units. The initial part of the paper summarized the up—to—now realized concept of the mobile measurement platform (MMS) and its mathematical
principles showing how detailed data on road surface may be obtained. The main part of the paper is aimed at design of integration of data from MMS
into the VANET application. Practical realisation is based on the waming message generation with GPS coordinates which is assuring by digital
signature ECDSA cryptography algorithm via QpenSSL tool.
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INTRODUCTION v’ Search engine, which serves for processing of detailed visual
In the field of road transport currently many countries are facing the — inspection if needed.

problem of degradation espedially of older roads. Constantly raising v* Solutions of the research projects and projects of scientific—
intensfty of road traffic has negative effect on quality of road  technological development.

communications. Various sorts of defects of road surfaces such as =0 P
caracks, potholes, longitudinal and transverse bumps, ripples of
surface, local falls or beaten tracks have negative effects on driving
comfort and cause greater wear of some parts of motor cars.

For measurement of deformations which can occur on the road
surface several measurement methods and devices have been
areated. Generally, manual methods for measurement of surface
attributes are being replaced with methods based on electronic
measuring devices. One big group of measuring devices used for
measurement of road deformations is based on utilization of the laser
measurement systems. They measure flight of time of laser impulses
to find out what is a distance between the laser scanner and road

surface. Figure 1. Mobile measurement platform (MMP)

For detection of road texture there have been many methods Basic conditions required for aata collection are good optical
developed so far, resulting in a number of various coefficients and conditions and dry unpolluted surface of the road. However, these
attributes proposed to define surface roughness in an optimal way. ~ methods do not provide all necessary information about the
In the Slovak Republic devices of VIDEOCAR and Profilograph GE are measured road and its surrounding area.

currently being used for measurement of surface roughness. The I the context of ITS (Intelligent Transport Systems) development
Progilografh GE (see Figure 1) measures the texture and gives data on integration of other offered services into one complex service package
an average depth of texture. At the same time it is also used as a seems to be one of actual tasks. Some of those services may require
volumetric method for (/e[e/‘m/'/]/'ﬂg of an average texture g’ep[/;. communication connections based on (2C ana/or (2 communication
VIDEOCAR is a device which is used for fast visual inspection of the Using wireless communication standards, through VANET (Vehicular
road surface. Data are collected using the YW Caravelle vehicle type. Ad Hoc Networks) [1], which additionally requires authentication of
Basic task of fast visual survey is to collect data about state of road SeIvices provided.

surface and determine defects attributes for the following purposes: ~ For measuring of attributes of road surface and surrounding areas the
v’ Data collection and filling databases of the Road databank for authors proposed the solution shown in FigureZ consisting of the

consecutive rating of individual sections of selected roads further MMP (Mobile Measuring Platform), It should be capable of storing
utilized in the Road management system. scanned data about potholes positions into server connected to the
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RSU (Road Side Unit) and thought VANET networks transmitting
warning messages to all vehides finding themselves in a
communication range. To ensure authenticity and integrity of such
messages a cryptography method is used to generate digital signature
on the base of elliptic curve mechanism.
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Figure 2. Interconnection of MMP with VANET application
MATHEMATICAL PRINCIPLE USED IN THE MOBILE MEASUREMENT Gt Yo
PLATFORM =7in *Si"[i’” 180 }Zon

The MMP is primary dedicated for measuring of geometric changes of - the problem of calculations and needed data conversions is discussed
road surface. The secondary assignment of this platform is measuring - jn more details in /5], Trajectory of the MMP can be also calculated by
surrounding areas around the road itself. tracking the center line as the main road surface marking. Such an

The conception of the MMP is based on gathering of data jges can also be found implemented in eg. the LOWS (Lane
characterizing a measured road and its surrounding areas and on its Departure Warning System) where different methods of image
fast processing and graphical inteipretation appropriate for next  processing based on computer vision are used to detect the fine— for
analysis. Processing of data obtained from the laser scanner is more details see . q./6]

princpally performed by offline methods. It means that all for searching of defects on the road surface one must know the
measured data are first saved to the hard disk and after surveying the - pejapt of the laser scanner head situated at the MMP. In our case the
whole intended road section the computing algorithm is being [aser scanner is located in the height of 108 am above the road
initiated to calculate and get coordinates of all measured points 2. ¢yrface. Defects are searched in 3 programmable way by systematic
The MMP illustrated in Fig] can be used in generally for creation of searching of points whose distances from the laser scanner are
the 3D model of real objects within road infrastructure such as roads, greater than 108 cm. The algorithm provides an output in the form of
buildings, briages or tunnels. By fusion of data coming from multiple - oygyt file which contains data on GPS position of identified defect,

sensors integrated in the MMP we are able to generate the 30 model  jy length and depth. The 3D model may be used to create a visualized

’ % (7m+7/"n)*7z
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of the real environment with its texture. Thus we are able to merge
for example data from the laser scanner and a GPS receiver and
generate the 30 model consisting of cloud of points.

Subsequently the algorithm for creation of surfaces in the points cloud
may be applied to obtained data as a precondition of the following
step — application of texture itself. Textures data are obtained from a
set of cameras integrated in the MMP and monitoring the whole
space around.

To calculate cloud of points the equations (1) may be used, designed
on the base of analysis of data gathered from the following data
sources: laser scanner, GPS receiver and INS (Inertial Navigation
System) [3].

Thanks to data from the laser scanner we can obtain the following
quantities [4]:

v’ Starting angle ay,

v’ Sequence number of a current point i

v' Angle increment Aay,

v' Measured distance between an object and the laser scanner d,.
After re—calculations of GPS receiver data we get position of the MMP
in the form of coordinates Xo, Yo, and zp,.

The INS helps us to get data on rotation of the MMP in each axis @, B
and y.

model of road surface that can make the process of subsequent road
maintenance easier.

DESIGN OF INTEGRATION OF DATA FROM THE MMP INTO THE
VANETAPPLICATION

The authors have extended the concept of the MMP and the idea of
recording defects in road surface in this paper for application of the
warning system RHCN (Road Hazard Control Notification), In case of
detection of potentially dangerous situations (pothole, ice, ...) this
system can send through the VANET all nearby vehide warning
message, informing drivers about dangerous situation or dangerous
spot on road communication / infrastructure. The principal scheme of
this idea is shown in Figure3,

(J‘é’?.,..,
T

Collaborative warning
Car 2 Car communication

Dedicated short-range
communication

Figure 3. Warning system in VANET network
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e e oy AT TSN G5 30582, 8,000, 6L, 20 4,070 892. 3 The most important parameters of digital signatures in the transport
Private key: 64AAAFDDCEAE@FS48216789CE171477B84840241E7EABADAEGLFA19722DCTBOFFAE . ;- i i i / H
et o system are: the size of the signature, public key size, generation time
Public key: @64246BC867F22883E267C2FD298BF8F5BEB57E8586C95331EARSBTFE567446826A4 [/ i // /i ?
114916677893243942ED8385061FC33EFBCOTA3B7DCB436465CE088C0D750623407769E5ESEB3647A OfS/g”dl‘{/fe a”dl‘lme 0f5/g/7z71‘(/f€ Ver/ﬁ(ﬂr/o”'
3AFBBAAZ6AFG759B3FAFS56C42B7CTABA3DDD2B361FFTE 1 7 /] /|
Digital signature: (3A393C8CGBEAS481B8847863B5026ABIFE1R6430FF2B3CAE3CAC32930837 MaffEf 0f (/7005//7g an Eﬁ?'(/eﬂf d/g/fd/ 5/_(]/Idfl/f€ 5(/76”765 for
1618074B9F65D22ED25F75AT0F573AA04BB 1, 414603BBEE77635A04DA22680REDBFS05934A6BFTD  gy/thentication purposes in VANET networks is devoted to a number of
B65D53629CA85A30B555903CCE1ESDF13E39ERAALEES3466E1E) 3 ) ., 3
Verifed EC Signature projects. Project SeVeCom [8] supports the use of a modified version

Figure 4. Example of signed message of a digital signature scheme based on ECDSA.

with using £CDSA algorithm realised via OpenSSL PRACTICAL REALISATION

As explained in the previous chapter, the MMP after computing all The authors have chosen the ECDSA digital signature scheme to
sensed data evaluates which data represent defects in road surface epsyre the credibility of message transmission from MMP which is
and record data about their positions to the server connected to the  jso supported by the results of testing three schemes of digital
roadside unit RSU. The RSU through short range communication DSRC  sjgnatures: RSA-1024, DSA-1024 and ESDSA-160 from  the
(Dedicated Short Range Communication) sends warning message 10 perspective of time sessions for generating and verifying signatures
vehicles available in range of the relevant RSU. The proposed concept - (see Taple 7) which was implemented in the QpenSSL tool.

can be used also for warning drivers about blind spots and other 4y three schemes were applied to the message of the same length on
dangerous  situations. This is a modified method of (2C ope type of PC with Intel Dual Core processor with frequency of 2.3
communication, respectively (I where in the case of the proposed g

application the road infrastructure (relevant RSU) communicates with Given the large number of tests performed in several projects with
Vf'/”f_/f’f- ' ' S - different results always the best and the worst case of available data
Considerations of wireless communication bring higher possibility for js given n the table. Additional crucial parameter for choosing an
abuse and potential existence of attacks to the communication  a/gorithm s the size of the key.

system. If a vehicle (respectively RSU unit) doesn't have security As shown in Table 1 in the case ECDSA scheme compared with other
feat ures implemented n the 50/7'”0/ unit, other vehicles may not schemes the process of signature generating and certificating is very
consider and mark received warning messages as secured, it means  fast. which predetermines the algorithm used in applications with a

there is no Wﬁffﬁﬂf}/ about authentication of sent messages. 56'([///1}/ focus on pe/‘fofmﬁﬂ(e] which can also include sensor networks.
solutions of C2C and C2I communication are actually solved by the Table 1. Time demands of algorithms RSA, DSA, FCDSA

Q- grga/?/zaf/on [7] The use of IPvé6 (Intermet 'sz‘oco/ v6) e 5/5//551‘?/};9 Sl
protocol is being advocated actually there. IPv6 according to the set signature | signature ?B | e lBytel
configuration solves the following security requirements for the

7 128
communication in the VANET: YR  57-80 | 99-9770 0 128
V' Authentication of message and its integrity — protection of W{QXIR[TMM 0.9-6.94 |1.382-14.01 40 20

message prior to its modification, the ability to identiy the p.e .. sending safety-relevant messages (in our application —

L, sender. "RHCN") a digital signature (Figure5) is generated in the RSU using its
Non~repudiation of messages — the sender cannot deny that he - yate koy Sk, wihich is function of message M and message header
sent the message.

- » H. The header may contain, for example, information about location
v’ The timeliness of reports — the recipient can be sure that the

of roughness on the road.
message Is fresh and was generated within the specified interval. e e e e e e meat e
V' Access control — a dedision which nodes in the network can | 2 comect tejcertlcate Header 1 5 otbeci et bioe)
perform their assigned actions. 3?5{?:’21 Hm| O e seosamp nine
v’ Confidentiality of message — preservation of content messages ki e
secret from unauthorized parties. Rsm
In the practical part of the paper, the authors deal only with issues of (« - S
authentication of message and its integriy. é
Currently in modern cryptography cryptographic authentication Figure 5. Authorized transfer of messages between RSU
protocols are based on scheme of digital signature mostly based on and vehicle via VANET network
asymmetric cryptography. In commerdial applications there are Thus created cyptographic number Is attached to the message
a/”e”[/}/e)(pdﬂa’eo’ several l‘}/pe_gofa’/'g/'[a/ 5/9/731‘(//’6' schemes: 5//771//&7/76’01/5/}’ with a certificate (E’ﬂ} which is tied to the i—th
v’ RSA (Rivest, Shamir, Adleman) digital signature scheme, anonymous public key of the sender VK, which certifies the
v’ DSA (Digital Signature Algorithm), corresponding (A (Certification Authority). On the side of the vehicle
v’ ECOSA (Flljptic Curve Digital Signature Algorithm). V the received certificate is validated first (if it was not done before)

and the received digital signature is verified using the i—th public key
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of the vehicle VK, that is downloaded by the vehicle V (resp. other programming environment. Example of the digital signature scheme
vehicles) in regular intervals. At the same time information of ECDSA has been realized with the help of the OpenSLL library.
geostamp type (about position of place where emergency condition Furthermore, the realized software applications of detecting potholes
happened) is verified from the header H and after completing these can be amendment to detection of transverse and longitudinal tracks.
procedures the safety—related message is either accepted or rejected.  Choosing a digital signature scheme with focus on elliptic curve
The process of generating a digital signature in RSU can be algorithm ECDSA has been chosen on the basis of comparison of the
mathematically expressed: effectiveness signing scheme e.qg. referred to [9] due to the described
RSU— :M,H,SignSKi [(M,H)|T], Cert,,. applications where except security performance of the used digital

where: M represents sent safety—relevant message, signature scheme is also an important parameter.
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roughness, it generates a message that consists of GPS coordinates
and by using the selected cryptographic algorithm (in our case ECDC
scheme) sign and send the message to the nearest RSU unit. The
experiment has been realized using MMP in the University of Zilina
Campus. We walked through the campus with MMP and after
recording the potholes, message containing its GPS coordinates has
been generated. Subsequently the message was signed. The process
of signing the message has been simulated using the OpenSSL in
which elliptic curve over a 384 bit prime field has been chosen. We
have chosen prime field curve because of more effective
implementation in the software implementation. Digital signature is
shown in Figure4. Next step would be adding signature and send
message with public key to the vehicle. Subsequently vehicle can
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verify message using public key, and if the vehicle verify the message, : == Eonie |58 | :
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warning can be shown. = L [

ConNcLusion : Eﬁjﬁ=== l i i.' .

The aim of this paper was to describe integration of the RHCN system
into the 2l communication. An initial part of the paper shows the
concept of data fusion that helps us reach a 3D mode/ covered with
surfaces where surface textures may be applied. One of the tasks
potentially covered by the presented concept of the MMP is detection
of road surface deformations. Data on these findings may be further
used to calculate and send warning messages to passing vehicles,
signed by digital signature within the VANETs. Described method's and
algorithms of data fusion have been implemented in MATLAB
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