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Abstract: Digital watermarking is the act of hiding information in multimedia data, for the purposes of content protection or authentication. /n
ordinary digital watermarking, the secret information is embedded into the multimedia data (cover data) with minimum distortion of the cover data.
Due to these watermarking techniques the watermark image is almost negligible visible. In this paper we will discuss about various techniques of

Digital Watermarking techniques in spatial and frequency domains.
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INTRODUCTION
With the recent technology advanced people are sharing more and
more information among each others. Some organizations like
medicine, military are sharing data with are highly secretive and
important. For secure communication people are using cryptography
using secret key so that only authenticate receiver can decrypt the
message and authentication of message remains intact. But
cryptography raised suspicion among attackers and tries to attack the
message to get the secretive messages. S0, an approach of digital
watermarking is used where authenticate multimedia data Is
embedded into original message. The receiver is then extracts the
watermarked image and authenticates its novelty.
DIGITAL WATERMARKING
Digital watermarking [18] [19] system consists of watermarking
encoder and decoder. In watermarking encoder, the digital multimedia
data (audio, video, and image), watermarked key and original message
put as an input to generatedwatermarked data.
Types of Digital Watermarking:
1. Visible: This types of watermarking are perceptual to human eyes
and can be used for authentication instantly.
Invisible: This type of watermarking are not perceptual to human
eyes and requires watermarking extraction algorithm.
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Figure 1. Watermarking Technigue
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The digital watermarking system can be blind or informed. Blind

watermark techniques are independent of cover image. In this

technique while transmitting watermarked cover image if any noise is

introduced into it then the decoder at the receiving end extract the

distorted watermarked image because original cover image is not

known to it. In case of informed watermarking techniques the

watermarked image is dependent on cover image. While transmitting

the hash value of cover image is calculated and incorporate into

watermarked image. So that when the image is received at the

receiver end the hash value of cover data is clculated and

authenticate the data provided the original cover data is with the

receiver.

In Digital watermarking systems there are three mutually exclusive

parameters to evaluate performance.

1. Quality: Minimum distortion of original image after secret
message has been embedded.

2. (apadity: Maximum size of watermark image embedded on

cover data.

Robustness: Watermarked image should be withstanding any

modification attacks.

These three parameters are tightly bound to each other. Trying to

improve the performance of one parameter will affect the

performances of other two.

This paper deals with invisible watermarking schemes. Here

watermarking are not perceptual to human eyes.

Few important properties of Digital Water markings schemes are:

1. Robustness: This property states that the watermark image should
resist any possible attach and remain detectable.

2. Fidelity: High fidelity means that the amount of distortion caused

by the watermarked image to cover image remains imperceptible

to human eyes.

Gapadity: The number of bits of watermark image can be

embedded into cover image without causing much distortion.
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watermark image into cover image which doesn’t contain actually.
Minimum false positive rate helps to identify watermarked cover
image easily while decoding.
Applications of Digital Water markings are:
1. Copyright: Using Digital watermarking for copyright purpose helps
to protect rights in content distribution. It is used to protect the
rights of the owner.,
Authentication: In order to authenticate the data and to detect
tampering of message while transmission digital watermarking is
used.
Time Stamping. Use of watermarking is this case helps to keep
track about when the content was careated, last used or last
modified.
STEGANOGRAPHY
Similar to digital watermarking, for embedding secret messages,
steganography is used to hide messages in cover data. The basic
difference between Steganography and digital watermarking is that
in digital watermarking the covert data is related to cover data but in
steganography the covert data is not related to cover data.
Steganography s mainly distributed among two approaches:
reversible and irreversible [2]. Using reversible technigue the receiver
q@an extract both the secret message as well as original cover image but
while using irreversible technique the receiver can only extract the
secret message from stego image leaving original cover image
diistorted.
Few irreversible techniques are:
1. Battisti et al [3] approach of data hiding using Fibonacd p-
sequence number to reduce stego image distortion than
traditional LSB technique.
Dey et al [4] [3] [6] proposed an improvement over Fibonacd p-
sequence LSB data technique of Battisti et al [1] by decomposing
pixel value using two approaches: Prime decomposition and
Natural number decomposition technique.
3. Nosrati et al. [7] introduced a method that embeds the secret
message using linked-/ist in RGB 24 bit color image
Some reversible data hiding techniques are:
1. Nietal [8] proposes a novel approach of data hiding using
histogram shifting of original image
Kuo et al. [9] presented a reversible technique that is based on the
block division to conceal the data in the image.
Tian [10] proposes a reversible data hiding technique using
diifference expansion.
Similar to cryptanalysis, steganalysis Is a technique used to detect
steganographic images as mentioned in paper [20)].
DOMAINS USED IN DIGITAL WATERMARKING TECHNIQUES
Spatial Domain Technigues are techniques that operated directly on
single pixel of an image.
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4. False Positive Rate: This property state that the identification of where fis the original image, g; is the modified image and T, () is the

spatial operator defined in a neighborhood p of a given pixel.
Frequency Domain Techniques are operated on frequency of an image.

fi E’ I; ir; 8i 2)
where f; is the original image, 1, is the modified image after applying
frequency transformation 1, g; Is the final modified image after
implementing inverse transformation -1,

DIGITAL WATERMARKING TECHNIQUES
Spatial Domain
The simplest method of digital watermarking in spatial domain is
using LSB (Least Significant Bit) insertion [17].
Input: Cover Image M.and Watermark Image M,
Process:
1. Let Myieili, j1 15 the pixel of Cover Image M.at position width i
and height .
Let Mw s the secret image for watermarking. The length of M,
should be less than cover image M;
Loop though the cover image:
Mc=Mpixer[1,j]-Mpixel [1,j]% 2;
M.=M.+M,,%2;
My, =My /2;
4. If the length and width of watermarked image is reached then
end.
Output: Modified Image Mo having watermark image embedded in it.
The advantage of LSB watermarking technique is its simplicity and
the difference is not visible to naked eyes. But this technique has also
having lot of disadvantages like LSB encoding is extremely sensitive
to any kind of filtering or manijpulation. An attack on the
watermarked image is very likely to destroy the watermark image.
Since this technigue is not robust any attack will damage its
authentication. From Fig. 2 we can see that after embedding secret
message into the cover image there is significant change in original
image histogram pattern suggesting it is being distorted.
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Figure 2. [SB Watermarking Technigue (a) Cover Image
(b) Image to be embedded (c) Watermarked Image
Tian [10] [11] proposes a digital watermarking technique using
diifference expansion using LSB. In this method the mean and average
value of two neighboring pixel, with small difference value, is
Glculated. The calculated value is then check to see whether it is
satistying the expandable difference condition eq. (i) and once the
condition is passed the new expanded difference is calculated eq. (ii).
Finally the watermark image is embedded based on the calculated
values. This technique also use location map to store the values fo
know which difference value have been selected which are used to
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extract the image at the receiving end. This technique significantly
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Frequency Domain

improves the cpacity of payload message and visual quality of Discrete Wavelet Transform

embedded image.

2 xh+b | <min(2(255-1),21+1))
h'=2 xh+b

The algorithm’s steps are:

1. Take two adjjacent pixel values ofx and y

2. Find difference and average values of pixels.

3. Then expand into its binary form and add watermark bit right after

most significant bit.

In the fig. 3 we have embedded image (b) into image (a) by using

diifference expansion. From the histogram of stego image (c) we can

see that the watermark image is embedded on the difference of near

pixel value which are expandable but the pixel having minimum

intensity or zero value are not used much in this process.

e | )
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(i)

Figure 3. Difference Expansion using LS8 (a) Cover Image (b) Watermark
Image (c) Watermarked Image
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Figure 4. Discrete Wavelet Transformation (a) Cover Image (b) DWT Image
(c) Watermark Image (@) Watermarked Image

A lot of research papers used DWT for Digital watermarking techniques
[12] [13]. The frequency domain transform used here is Haar-DWT. A 2-
dimensional Haar-DWT consists of horizontal and vertical operations.
Detailed procedures of a 2-D Haar-DWT are described as follows;
Step 1: Pixels are scanned from left to right horizontally, add the value
with nefghboring pixels and store the sum on the left and the
difference on the right as illustrated in Figure 1.4. The operation is
repeated until all the rows are processed. Pixel sums represent the low
frequency part (denoted as symbol L) while the pixel differences
represent the high frequency part 9(denoted as symbol H) of the
original image.
Step 2: Pixels are scanned from left to right vertically, add the value
with neighboring pixels and store the sum on the left and the
diifference on the right as illustrated in Figure 4. Repeat this procedure
until all the columns are processed. At the end we LL, HL, LH, and HH
bands are created. The LL sub-band is the low frequency portion and
looks very similar to original cover image.
Discrete Cosine Transformation
DCTs [14] [15] [16] are used to convert image processing data from
spatial domain to frequency domain into summation of serfes of cosine
waves osdillating at different frequendies. For Image processing 2-D
DCT technique is used and is given by:
DCT(i,j)=0ox(i)
o () BN BN8 £ (x, ) cos [T cos

[H(ZY+1)]'] (3)

2N

wherejj=123...... ,N-1and a(j) and a(j) is given by .

1
ox(i)=x(j)= !\/;

W
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Figure 5. Discrete Cosine Transformation (a) CoverImage (b) Watermark
Image (c) Watermarked Image
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And inverse transform is given by:

. N-1 @N-1 2x+1)i vt 1)
f(i,j)= Yo Zy—o f(xy) cos [%]cos [—n( ZN )

15)

Algorithm of DCT:

1. Read the original Input Image

2. Resize the watermark image.

3. Resize the original image and watermark image for efficient
partition in blocks.

4. Retrieve the 8x8 sub-blocks of original image and apply DCT to

each of them.

Apply the watermark into each of these sub-blocks and apply

inverse transform.

CONCLUSION

In this paper we described algorithms that belongs to spatial and

frequency domain in the digital watermarking technigues. All these

techniques are designed to exploit some aspects of the human visual

system and made watermark image imperceptible. Many of these

techniques rely either on transparency (low-amplitude) or frequency

sensitivity to ensure the mark's invisibility. Digital watermarking

explores are keep on exploring new methods in these areas and this

paper helps to understand and gain knowledge for further researches.
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