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INTERNET OF THINGS (IoT) IN INDUSTRIAL ENGINEERING

EDUCATION

L University of Zagreb, Faculty of Mechanical Engineering and Naval Architecture, Ivana Lucica 5, Zagreb, CROATIA

Abstract: This paper presents an overview of current state of affairs in the Internet of Things (IoT) domain and briefly discusses
its industrial applications. This has provided a motivation for the development of educational IoT laboratory setup based on
legacy (mature) microcontroller-based control hardware, which should be easily upgraded by expanding it with a serial

connection-equipped embedded network controller board such as ESP8266 module. The laboratory setup upgrade process is
briefly outlined and Industrial IoT educational aspects implementable on such a platform are briefly discussed.
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INTRODUCTION

Internet of Things (10T) is one of the latest “buzzwords”
in the information and communication technology (ICT)
sector, likely to exceed the impact of already well-known
Cloud Computing paradigm [1]. Integration of sensors
with microprocessor and wireless network adapters is
hardly a new concept, but widespread availability, low
prices and possibility of miniaturization lead to
widespread use of such small-scale and ubiquitous
systems. The goal of IoT movement is to network
everything, from home appliances [2] and cars [3], to
healthcare [4, 5], and smart cities and smart energy
systems [3, 6, 7]. loT prophets declare that it will be the
next great industrial revolution, and that it will change
everything within our lifetimes.

Similar statements have also been heard when
microprocessors were first introduced. Many people did
not believe that such small thing can have such profound
impact. But 45 years later we can see that it was true -
we have at least one microprocessor core in our pocket
phone and many household appliances. So it really
seems possible that IoT will change many things in our
lives that we have taken for granted. Current state of the
art is that IoT devices are getting increasingly smaller
(possibly 1 cubic cm or less) and also cheaper. Perhaps
in the future, people will have it implanted in their
bodies as well [4]?
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[oT may use standard Internet protocols but there are
many other things to standardize (like data formats) so
as to enable interoperability. Currently there is a kind of
a “Standards War” with still uncertain final outcome
which should establish who will be able to control this
huge system. Industry consortiums are formed in order
to protect their market shares, while at the same time
various interest groups are also involved, such as those
supporting an open system approach, which should be
available to anyone. The main challenges facing the
future of IoT are [2, 8, 9]:
X Privacy and security problems;
X Notable increase in electro-magnetic noise due to
enormous number of such devices;
X Substantial increase in the amount of
generated/stored data (so-called “data deluge”).
Naturally the bulk of research efforts are aimed at
solving the above problems, so that [oT devices may find
their place in the future ICT infrastructure in spite of
those challenges.
For more than 25 years we at the Faculty of Mechanical
Engineering and Naval Architecture at the University of
Zagreb teach mechanical engineering students how to
control machines by means of microprocessors-based
systems. In doing so we want them to have a first-hand
experience using dedicated laboratory setups even at
entry-level and basic courses such as “Electrical
engineering basics” and with more details in specialized
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courses such as “Microprocessor-based control”. In our
current scheme, device networking is typically based on
industrial protocols and computers are mostly in the
form of Programmable Logic Controllers (PLCs) in the
role of typical industrial hardware, which may also be
equipped with Internet protocols too [10], even if those
protocols would not be the best suited ones for low-level
industrial control due to possible issues with the
demand for simultaneous real-time operation of control
algorithms.

Assuming that this new [oT paradigm is here to stay,
there is no way of avoiding the introduction of those
systems into the ever changing subject curriculum, for
which a dedicated laboratory setup is currently being
built. As a first step towards achieving this goal we have
initiated the upgrade of current setups for analog, digital
and PLC-based control, which has been emulated by a
microcontroller system commanded via a PC terminal.
The proposed upgrade consists of a wireless system on
a module being able to communicate with user’s
smartphone, tablet or notebook computer. By using loT
technology this control could be carried out over
Internet from any place worldwide, thus extending the
laboratory work into the virtual domain [11]. To this end
this paper presents our implementation of the
aforementioned 10T system using ESP8266 chip, a
System on chip with processor, network adapter and Wi-
Filink [12].

The paper is organized as follows. In chapter 2 industrial
IoT is discussed in general terms in order to illustrate its
applicability to industrial system supervision and
control, while in chapter 3 the target ESP8266
embedded IoT system suitable for such purposes is
presented. Chapter 4 is dedicated to the laboratory
setups built for educational purposes, which may be
suitable for the implementation of IoT concepts in
automation and control. Concluding remarks are given
in Chapter 5.

INDUSTRIAL IoT (IIoT)

The rise of computer-based control systems in the form
of easy-to-use universal controllers started in late sixties
by the advent of first PLCs (programmable logic
controllers), whereas today these control platforms
predominate in industrial applications, representing a
well-established, standardized, reliable, easy-to-use and
affordable control system solution. The main advantage
of such systems is that PLC programming languages are
oriented towards control-specific tasks, and are much
easier to use and learn then standard higher-level
computer programming languages (see e.g. [10], [18]
and [19]). On the other hand, computer networks for
industrial use have also progressed recently, thus
resulting in several solutions that are now industry
standards, while in the meantime there was also a rise of
Internet use and Internet/Ethernet protocols. This

technology became widely known to programmers and
general public. So this notable change in the way how
people exchange information and communicate had also
an impact in industrial systems [20].

Moreover, today’s industry along with PLC’s also fields a
growing number of industrial PC's and their
corresponding communication protocols. Although
Ethernet protocols are neither designed nor well suited
for low-level control in industry (because of stringent
requirements on real-time communication), the
advances in microprocessor processing speed seem to
compensate for that disadvantage. Finally, a range of
modifications to Ethernet protocols has been introduced
over the years, so now there are Ethernet variants that
are able to handle real-time problems as well. This
represents a fertile field for the introduction of Internet
of Things (IoT) into the industrial communication
environment as well. In particular, in the survey paper
[15], IoT is defined as: “A dynamic global network
infrastructure with self-configuring capabilities based
on standard and interoperable communication
protocols where physical and virtual ‘Things’ have
identities, physical attributes, and virtual personalities
and use intelligent interfaces, and are seamlessly
integrated into the information network”.

The Industrial Internet of Things (IloT) [15] technology
is apparently aimed towards bringing automation and
control systems to new levels, so the trend of using [oT
[14] technology in the industry seems to be on the rise.
The term IloT (Industrial Internet of Things) is often
encountered in the manufacturing industries, referring
to the industrial subset of the [oT.

[IoT in manufacturing would probably generate so much
business value that it will eventually lead to the fourth
industrial revolution, the so-called Industry 4.0. In
particular, [oT represents the final cornerstone in the
Industry 4.0 concept, the others being: (i) machine-to-
machine (M2M) interfacing which enables large-scale
flexible production, (ii) mobile Internet which allows for
flexible data collection, (iii) Big Data and Cloud
Computing which may enable the innovative concepts of
industrial intelligence, and (iv) social media to promote
the Industry 4.0 as a new product [21]. However, it is
likely that the main beneficiaries of this new
“revolution” will likely be the countries in the developed
world, whose existing information infrastructure is
significantly better equipped for the uptake of these
propulsive technologies compared to developing
countries.

So the scope of I1oT is broader then only technical aspect
of it, as it includes global business plans and the way
things will be manufactured in the future [17]. One of
basic technologies for [oT integration within the existing
infrastructure is radio-frequency identification (RFID)
technology. Using RFID tags objects can be identified,
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tracked and monitored, and they have been used since
1980s in logistics, pharmaceutical production, retailing,
and supply chain management. Another foundational
technology for IoT is the wireless sensor networks
(WSNs), which mainly use interconnected intelligent
sensors for sensing and monitoring. With the advances
in wireless communication, smartphones, and sensor
network technologies, an increasing number of
networked “things” or smart objects are being involved
in IoT [15]. As mentioned above, so far, [oT has been
gaining attraction in specific industries such as
logistics/transportation, intelligent manufacturing,
retailing, and pharmaceutics/healthcare. The key to the
IoT success appears to be its standardization, which
should provide interoperability, compatibility,
reliability, and effective IoT system operation on a global
scale.

In particular, [oT can be considered as a world-wide
physical inter-connected network, within which “things”
or smart devices can be accessed and controlled remotely.
The decentralized and heterogeneous nature of IoT
requires that the architecture provides efficient event-
driven capability.

Thus, service-oriented architecture (SOA) is considered a
suitable approach to achieve interoperability between
heterogeneous devices in a multitude of ways. In order to
do that a four-layered architecture is elaborated for IoT in
[15], comprising the following components (i) sensor
layer, (ii) network layer, (iii) service layer, and (iv)
interface layer. From the viewpoint of the information
network, the IoT is a complex heterogeneous network,
which includes the connection between various types of
smart devices through various communication
technologies.

It is broadly accepted that the IoT technologies and
applications are still in their infancy. There are still many
research challenges for industrial use such as:
technology issues, standardization requirements,
security protocols, and privacy concerns. Nevertheless,
IoT approach will significantly augment network traffic
and data storage needs so it can be presumed that IoT
will gradually be developed as those technologies
evolve.

MODULE nodeMCU

Node MCU (Figure 1) is one of many solutions suitable
for small-scale IoT applications [13]. It is a small and
inexpensive module based on ESP8266 chip technology
[12], which is basically a microcontroller connected to a
Wi-Fi  transmitter/receiver  unit. = The  target
microcontroller can be programmed in a familiar way,
for example using Arduino’s software tools and its C-like
higher-level programming language [16], or by using a
LUA interpreter.

The microcontroller module is connected to the PC by
using the embedded USB interface which is then used for

transferring the user program to the module. Besides
running the user program, this embedded system runs
the whole stack of Internet protocols. So, if its Internet
partis configured properly, one can easily connect to the
local wireless network. In this way this small-scale
embedded microcontroller system can be visible to all
Internet users and it can also be controlled by virtually
anybody from any location (of course, password-
restricted access is possible). On the user side of the
communication only a suitable Internet browser is
needed running on user smart device.

The embedded system can also be configured to become
a Wi-Fi hotspot and can be accessed from smart phones
or laptops in its vicinity. This system can but need not be
connected to the global Internet.
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Figure 1 - Module nodeMCU printed circuit board with
component layout.

LABORATORY SETUPS
The Robotics and Manufacturing Systems Automation
Department at the Faculty of Mechanical and Naval
Engineering, University of Zagreb, Croatia has a long
standing tradition of teaching electrical and electronics
engineering, automatic control, computer control,
robotics and other related fields.
In particular, within the introductory electrical/
electronics engineering courses there was a need to
enable undergraduate students to get first-hand
experience in computer control of engineering systems in
order to grasp its basic concepts. For that reason, several
variants of computer-based control systems laboratory
setups have been developed over the last 25 years.
Laboratory setup - version 1
First computer control laboratory setup was developed
in 1993 (Figure 2), comprising of three physical systems
(processes) intended to be controlled by the dedicated
microcontroller:
X A model of street traffic lights (semaphores), which
represents a case study in sequential control;
X A model of temperature controlled chamber, which is
used to demonstrate the concepts of closed-loop
control by using a simple relay feedback controller;
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X A PLC application for universal digital control, which
is primarily used to demonstrate the effectiveness of
logic control-oriented programming languages, such
as Instruction Set language.
The communication with the target controller is
implemented using a serial PC interface, wherein the PC
user communicates with the microcontroller by using a
serial terminal program (Hyper-terminal).
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Figure 2 - Laboratory setup

for computer control education purposes.
Laboratory setup - version 2
Second version of the aforementioned laboratory
exercises has been developed in 2013, and it includes a
PC application for animated simulation, programming or
configuration of aforementioned physical objects
intended for control system testing.
The simulation and process data visualization system
interfaces for the traffic lights (semaphores), PLC system
emulation and thermal chamber control are shown in
Figures 3 - 5, respectively.
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Figure 3 - Simulation of traffic lights (semaphore)
system for simple crossroads.
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Figure 4 - Simulation of Flip-Flop operation using PLC
Instruction Set language.
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Figure 5 - Simulation of Thermal chamber On/Off (relay
feedback) control.

After the functionality of the control code has been
thoroughly checked within the simulation environment,
the control program may then be downloaded through
the serial interface onto the target microcontroller
system and then run for the purpose of final control code
verification.
Laboratory setup - version 3
Third version of the laboratory setup is a work in
progress, which includes porting the same functionality
of the version 2 setup to the Arduino/ESP8266 platform.
This version does not need a PC as terminal device; on
the contrary, students may program/configure different
objects of control system using tablet PCs or even their
own smartphones.
A tablet PC or smartphone is connected to the ESP8266
module by choosing it from the instantaneously
generated list of available Wi-Fi hotspots. When
connected, Internet browser can be used to monitor and
manipulate control program objects.
Alternatively, ESP8266 can be configured as Telnet
protocol server. In this way user interface is of the
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console type, but Telnet app needs to be downloaded
beforehand. As this exercise is for students physically
present in the laboratory, ESP8266 can be
configured/programmed as intranet device, i.e. for local
use only.

CONCLUSIONS

The paper has first presented an overview of Internet of
Things (IoT) technologies state-of-development and
potentials for its application in industrial applications in
the form of Industrial Internet of Things (I1oT). This has
provided an additional motivation for the inclusion of
such topics in the teaching programs (curricula) dealing
with electrical engineering, automation and industrial
systems control-related subjects currently being taught
at the University undergraduate level.

Using current embedded microcontroller technology it
should be relatively straightforward to develop small-
scale hardware and software applications including basic
IoT functionalities, which can be easily integrated with
the existing legacy hardware and control-oriented
software via simple serial interface. Hence, these
augmented teaching aids should be able to provide an
additional benefit in the overall teaching process through
the inclusion of straightforward interfacing between the
user (student) and the legacy control hardware.

Since the IoT technology is still under development, it is
reasonable to expect that it would gradually find its
place in various industries. However, based on the
current state-of-affairs in the IoT field, increased efforts
are required in terms of development and
implementation of suitable standards. Since reliability is
crucial in industrial applications, and particularly
attention needs to be devoted to communication system
security, many problems already present in general
Internet use may also be expected with increased uptake
of [oT in industrial applications. Since security issues can
be overcome, as proven by the reliability of today’s
Internet commerce and banking, notable attention
needs to be devoted to this particular aspect of 10T, in
order to facilitate successful implementation of IoT in
the industry in the near future.
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