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Abstract: Security is very important in all areas of our lives. This does not only mean personal security, but also the security of our data. Nowadays, almost everyone uses
the opportunities offered by the online space, which significantly facilitate our lives, but also entails significant security risks. The protection of IT networks has always
received great emphasis, but with the spread of Software Defined Netwaorks (SDN), it is perhaps even more important. Talking about network security, authentication, the
definition of permissions, and event logging are essential. This article shows how these aspects appear in an SDN environment, and what special protection needs to be

considered in the course of the creation of a secure SDN network.
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INTRODUCTION

There is almost no area in our lives where we do
not encounter some kind of computer network.
Network  protection is a fundamental
requirement. Security is essential, both for the
average user and the system operator.
Identification, managing appropriate
permissions and, of course, logging is important.
This is, of course, just one step towards
achieving a secure network. In networks,
communication is continuous between the
source and the target, with confinuous data
exchange. Communication channels must be
protected, and data must be encrypted to the
greatest possible extent so that unauthorized
people cannot access it. Equally important is
the reliability of the network, i.e., its continuous
fast and error-free operation. Therefore,
attention must be paid to protect access to
resources. One must be prepared for
contfinuous and increasingly intelligent forms of
aftack and thus prevent the occurrence of
malicious events. Continuous monitoring and
logging can be of great help in this activity,
because new and enhanced defense
strategies can be developed depending on the
results obtained. The above mentioned
protection methods are not only appropriate
and necessary for traditional networks but can
also be applied to Software-Defined Networks
(SDN) [T1].

The rest of the article is organized as follows.
Section 2 contains a brief infroduction to the
topic of Software-Defined Networks (SDN). Then,
the security of all three layers of SDN will be

discussed and the security of inter-layer
communication is covered as well in Section 3.
Section 4 presents possible future security
solutions and guidelines for securing SDN
networks. Finally, the conclusions are presented
in Section 5.

SOFTWARE DEFINED NETWORKS

The emergence of Software-Defined
Networking (SDN) [1] has changed the usual
design and management of networks. Unlike
fraditional networks, SDN separates the data
plane from the control plane. Network devices
on the data plane perform simple forwarding
tasks based on information received from the
conftroller. This method provides centralized
management, easier programmability, and fast
response to network needs. Understanding the
structure and operation of SDN is essential to
protect the newly built network with
appropriate security measures (see Figure 1). At
the bottom of the network stack is the data
plane, where the network forwarding devices
are located. These devices communicate with
the control plane via the southbound interface.
This communication is provided, for example,
by the OpenFlow [2] protocol. The control plane
contains the controllers that provide the
necessary control, including appropriate traffic
routing decisions, rule creation, and placement.
The network hypervisor and the network
operating system are also located in this
sublayer, which helps to implement the
necessary configurations. The application layer
situated at the top level communicates with the
controller via the northbound interface. This
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interface usually uses easy-to-use APIs which
can be quickly modified the network behavior
depending on current events. In SDN networks
[3], it is not enough to solve the protection of
the three main layers, but the information
exchange between the layers must be
provided with appropriate security settings as
well.
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Figure 1. SDN architecture
SECURITY OF SDN PLANES
Compared to fraditional networks, it is worth
applying more detailed, complex security [4]
settings in SDN networks, with particular
attention to which layer is exposed to which
attacks and threats.
The SDN data plane contains physical and
virtual network devices (switches, routers) that
make decisions about the appropriate data
fransmission based on commands received
from the SDN conftroller. For proper security [5], it
is important to authenticate the devices,
regularly update the firmware, and segment
the network to make it easier to manage
smaller units [6].
The control plane is the most important part of
the SDN network. This layer contains the SDN
conftrollers, which manage and control the
network devices in the data plane, and thus the
data flow, via the southbound interface. The
controller transforms the expectations and
instructions of the application layer into network
configurations and the policies associated with
them. To ensure that the control layer is secure
[7], it is essentfial to protect the conftroller as
much as possible, ensure secure
communication, and apply redundancy (more
controllers) [8].

The application layer of SDN networks contains
the network applications (e.g. network
monitoring, traffic management systems, and
other applications that facilitate secure
operation), which deliver the necessary
information for the proper operation of the
network via the SDN conftroller. Communication
between the applications and the SDN
controller is ensured via the northbound
interface using APIs (Application Programming
Interfaces). Managing permissions and using
updates is also important in this layer. In the
following three subsections, the security
measures required for each layer are presented
in detail.

. Data plane security

— Check flow rules: The network devices in the
data plane ensure the data flow.
Accordingly, it is essential to check the flow
rules: The flow rules [9] determine how
packets are handled on the network. The
rules that ensure the flow must be checked,
updated, and corrected if necessary. This
process should be automated in SDN
networks, because automation facilitates the
identification of errors that might be
overlooked during manual configuration,
thus achieving more secure operation.

— QoS and rate limiting are important tools
against DoS attacks [10] [11] and ensure
efficient use of network resources. Rate
limiting is useful to avoid a single source
overloading the network, thereby preventing
a possible DoS attack that could paralyze
the system with a traffic flood. Aftention
should be paid to the creation of QoS
policies and the sefting of traffic priorities.
Proper prioritization helps important
applications to operate smoothly even in the
event of a possible attack. The setting of rules
should be solved dynamically, if possible, so
that the system reacts according to the
current situation.

— Network segmentation - Virtual network:
Dividing the network into smaller parts
significantly increases the effectiveness of
security settings [12]. During segmentation,
division into parts helps to isolate security risks,
i.e. a threat that has arisen in one segment
does not spread to the entire network. One
of the tools for segmentation is the use of
virtual networks in SDN networks. These
special networks ensure the separation of
individual departments, which facilitates
efficient and secure ftraffic- and access-
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control. Special protection rules can be set
up to meet the needs of the current
segment, which specifically protect, for
example, critical operations and data. The
central control used in SDN simplifies the
implementation and monitoring of the rule
system for virtual networks.

— Policy enforcement — automation: One of
the important features of SDN is the ability to
automate the enforcement of security
policies. Automation [12] helps to avoid
possible human errors (humans are the
weakest element of the network) to apply
policies correctly regardless of the size and
topology of the network and according to
actual needs. Automation significantly
reduces administrative activity, saving the
administrator  from  manual installation,
protecting the network from possible errors
made here. The central programmability of
SDN networks allows the creation of security
policies that can be dynamically modified
according to real-time attacks.

— Monitoring - Real-Time Monitoring - Logging:
Monitoring or real-time observation enables
immediate detection of deviations from
established rules and helps in rapid response

[13]. Continuous logging of these
observations is important. Detailed,
immediate logging helps in later error

management and the development of a
more effective control system according to
the given attacks and emergencies.
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Figure 2. Data Plane - SBI - Control Plane [16]

— Interlayer communication and security: The
communication between layers is facilitated
by well-defined interfaces, northbound and
southbound interfaces [14]. The data plane is
connected to the conitrol plane by the
southbound interface (SBI) (Figure 2).
Protocol security and mutual authentication
are essenfial to protect the channel.

Communication between the lower two
layers is implemented via the open standard
OpenFlow protocol, which can be protected
by SSL/TLS protocols [15].
i Control plane security
The control plane contains SDN controllers,
which are practically the basis for ensuring
smooth network operation. Perhaps the most
important task in SDN security is to properly
protect these controllers. The  device
authentication and network segmentation, as
already have mentioned at the data plane are
indispensable.

— SDN Controller Security Authentication and
authorization: The basis of SDN confroller
security is the creation of authentication and
authorization solutions [12] [13]. It is necessary
to ensure that only authorized users and
applications can communicate with the
confroller.

— User Authentication - Application
Authenticatfion: In the network, it is worth
identifying  users with a  multi-factor

authentication (MFA) method, not just @
username and password. Role-Based Access
Control  (RBAC) is recommended for
applications, which always works on the
principle of the least privilege, ensuring that
the given applications only access the
resources they need.

— Encryptfion — data transmission: During data
transmission, encryption is indispensable for
the security of communication within SDN
networks (not only in SDN, but also in
traditional networks). It can be used to
prevent unauthorized users from accessing
data during communication with the
conftroller. It is important because otherwise
unauthorized users could read and
manipulate the data, which could have a
decisive impact on the operation of the
network. The Transport Layer Security (TLS)
protocol already mentioned in the data
plane can be used for data encryption, but
other methods can also be applied.

— Redundancy - load balancing — backups: In
legacy networks, redundant devices and
redundant paths are used. This is not different
in SDN networks either. Since the SDN
controller is the soul of the network, high
availability has to be ensured. This is coupled
with ensuring the reliability of the device. The
redundant use of multiple controllers helps to
ensure that in the event of a failure, there are
no problems in the operation of the network,
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no reconfiguration is required, the only task is
to activate the redundant device, which can
provide uninterrupted operation with a small
delay. The use of redundant confrollers also
promotes proper load balancing, which on
the other hand improves performance and
can divide the fault range into smaller parts,
thereby increasing fault tolerance. These
solutions ensure that the network continues
to operate at the expected level even in the
event of a possible cyber-attack or a simple
hardware failure. However, redundancy
does not replace regular backups. It is
important to regularly back up and the
controller configuration, which helps tfo
ensure that the configuration can be
restored quickly in the event of a network
failure with as little data loss as possible [12]
[13] [14].

— Interlayer Communication and Security -
Providing Northbound Interface: In SDN
networks, the Northbound Interface (NBI)
(see Fig. 3) is a very important sublayer. It
provides communication between the SDN
controller and the applications that manage
and monitor the network. In terms of
maintaining the security of the NBI,
preventing application-level attacks is one of
the most important tasks, because here an
attack can jeopardize the operation of the
enfire  network [14]. The application
programming interfaces (APIs) used in NBI
must be made secure and applying

appropriate APl keys. OAuth tokens must be
used to verify authentication and related
permissions.

Other
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Figure 3. Control Plane - NBI - Application Plane [16]

— API security - design - authentication: When
designing the API, security considerations
must be integrated from the beginning, with
particular attention given to preventing
potential attacks. It may be useful to use
HTTPS instead of HTTP protocol, and to design
the current rate limit. Strong authentication is

CONTROL PLANE
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indispensable. In addition to the above-
mentioned API keys, multi-factor
authentication and role-based access
conftrol can also be useful, which can also be
used to protect the controller. These solutions
allow only trusted  applications to
communicate with the SDN controller.

— Monitoring and logging [12] [13] [14] are a
key part of network security, especially
during inter-layer communication. They
enable the detection of suspicious activities
and the response to events that indicate an
aftack. Monitoring requires the use of tools

and techniques that can monitor API
requests, responses, and possible
discrepancies in real time. Confinuous,

detailed logging records events between the
control layer and the application layer. The
information displayed in the log (e.g. IP
addresses, user data, user actions, and time
stamps) helps in the preparation of analyses
in the event of an attack or error, thus
making it possible to develop more effective
defences later. Monitoring and logging help
in sending an alert in the event of a
suspicious activity, or in carrying out an
immediate response. With a well-defined
problem-solving plan, it is possible to act
more effectively and quicker to prevent a
possible infrusion attempt. Although new and
new attack methods are emerging each
day, with a carefully protected control layer,
an attack attempt can be thwarted and
prevented with a good chance.

. Application plane security

The application layer [12] [13] [14] contains
software that ensures network management. It
is essential to check and verify the authenticity
of applications in this layer, which can prevent
the appearance of malicious software in SDN
networks. Authentication and the regulation of
appropriate access permissions, such as access
to vulnerable functions or data, are important.
A useful solution is the allocation of role-based
access, which can help to more easily limit
certain operations and monitor the processes
occurring in the network.

The application layer is connected to the
conftrol layer via the northbound interface, so it
is essential to properly protect the APIs that
provide the connection. Protecting these
applications significantly increases the security
of the network, which can prevent policy
manipulation and unauthorized access. It is
important to check software updates and use
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the latest version, which ensures the highest
possible level of security. The use of continuous
logging is also essential in this layer.

THE FUTURE IN SDN SECURITY

SDN networks are constantly evolving, new
solutions are emerging, and security challenges
are becoming more and more complex. In
order to keep the network protected, it is
essential to use new methods, such as artificial
intelligence (Al) and machine learning (ML), or
the Zero Trust security model.

Al and Machine Learning

Artificial intelligence (Al) and machine learning
(ML) are making a significant contribution to
network security, enabling more effective threat
detection and automated, faster and more
reliable responses to detected intrusion
attempts [17]. ML and Al can analyze large
amounts of data in real time, creating patterns
and deviations that allow for early detection of
potential attacks and defense against them. Of
course, this solution requires continuous learning
to keep up with emerging attacks.

Zero Trust Networks

The zero trust security model [18], which works
on the principle of "never trust, always verify",
can play an important role in the SDN
environment. In this method, it is mandatory to
continuously verify the identity of users and
devices, regardless of where in the network
they are located, thus reducing the number of
insider threats and unauthorized access. For this
contfinuous verification to be sufficiently
effective, it is essential to segment the network.
The segments operate independently of each
other, based on appropriate, strict access rules.
Protecting smaller units is more efficient, faster
and more reliable. It is important fo use
dynamic policies instead of static policies.
Dynamic security policies adapt to the current
environment and user behavior, thus ensuring
that access is allowed or denied based on real-
time assessments. The Zero frust solution
increases the security of the SDN environment
by verifying every access request, significantly
reducing the possibility of attacks.
CONCLUSIONS

Like the security of traditional networks, the
protection of SDN networks is also very
important. Nowadays, SDN networks are slowly
but surely replacing the existing infrastructure.
Of course, challenges must be faced in the
course of the transition, including replacing the
existing infrastructure with a new environment. It
is a money-consuming and time-consuming

Fascicule 1 [January — March]

task. It is also important to note that operating

an SDN network requires much higher qualified

network administrators, whose ftraining is also
not a cheap item. It is also certain that the
possibilities offered by SDN (separation, central

contfrol) may cause some difficulties from a

security perspective, primarily due to the use of

southbound and northbound inferfaces.

However, with appropriate authentication,

encryption, a dynamic rule system, as well as

good monitoring and logging, much more
effective network protection can be created.

Not to mention the possibilities offered by Al

and ML mentioned above.
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