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Abstract: In today's IT landscape, Linux—nbased operating systems are assuming an increasingly prominent role in the design and deployment of enterprise
infrastructures, particularly within small and medium—sized enterprises (SMEs). However, the adoption and configuration of Linux systems require a considerable level
of technical expertise, which often presents a significant challenge for SMEs, especially under conditions of limited IT resources. Conventional, general—purpose Linux
distributions frequently fail to fully meet enterprise—specific requirements, as they do not inherently include the services, configurations, and optimisations necessary for
a given organisational context. Consequently, substantial post—installation effort—in terms of both time and resources—is required to customise and optimise the
system environment. This issue is particularly pronounced in SMEs, where the rapid and cost—effective deployment of IT infrastructure constitutes a critical factor of
competitiveness. A viable solution to these challenges lies in the utilisation of customised Linux IS0 images, which enable the creation of pre—configured, standardised
system environments tailored to organisational needs. The primary objective of this study is to develop and present a methodological framework for constructing such
customised Linux installation packages, specifically designed for SME environments. The research focuses on a concrete implementation scenario, in which an existing
Linux distribution—speifically Kubuntu 24.04—is modified to produce a system aligned with enterprise requirements. This work contributes to expanding the
applicability of Linux—based solutions in corporate contexts and provides practical, implementation—oriented approaches that support more efficient, secure, and

cost—effective IT operations, particularly for small and medium—sized enterprises.
Keywords: Linux operating systems, Kubuntu 24.04, System optimisation for SMEs

INTRODUCTION

The Role of Linux in the Effective
Operation of Enterprises

In recent years, there has been a marked increase
in interest in the application of the Linux operating
system within real—time environments, particularly
in control systems. The simplicity and architectural
elegance of Linux ensure robustness and high
performance, while its open—source licensing
model enables extensive modification of the source
code to meet specific user requirements (Scordino
and Lipari, 2006).

Linux is widely recognised as a stable and reliable
foundation for operating system development.
Moreover, the «creation of a custom Linux
distribution represents a highly rewarding technical
endeavour, facilitating a deeper understanding of
operating system design principles (Koutoupis,
2018). Despite these advantages, Linux was
originally designed as a general—purpose operating
system, which introduces certain limitations in
real—time contexts. These include unpredictable
latency, limited support for deterministic
scheduling, and coarse—grained timing resolution—
factors that can hinder its applicability in real—
time systems. Consequently, numerous kernel—
level enhancements have been proposed to extend
Linux with real—time capabilities (Santana, 2025).

In the contemporary landscape of personalised
computing, a standard Linux installation may not
adequately satisfy diverse user requirements. The
development of a custom Linux ISO can
significantly = enhance  both  usability and
deployment efficiency. A Linux ISO is a disk image
containing all components required for system
installation, including the kernel, software
packages, and filesystem structure. Through ISO
customisation, it becomes possible to create
installation media that incorporates predefined
applications, configurations, and system settings,
thereby streamlining the deployment process
(Abbott, 2018).

Custom Linux SO images enable the pre—
integration of workflow—specific applications and
configurations,  ensuring  consistency  across
multiple system deployments. This approach
reduces installation time by embedding all
necessary components directly into the installation
medium. Furthermore, it facilitates the creation of
a tailored computing environment, ultimately
resulting in a more efficient and user—centric Linux
experience (Yadav, 2024).

At the same time, the capabilities of embedded
system hardware continue to expand. However,
mainstream Linux distributions often include a
wide range of applications and services with
substantial resource demands, which can limit their
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applicability on constrained hardware platforms.
The development of optimised Linux ISO images for
general users involves tailoring distributions to
enhance performance, usability, and hardware
compatibility while  minimising  unnecessary
resource consumption.

This process typically focuses on the selection of
lightweight desktop environments, pre—
configuration of device drivers, and optimisation of
core system libraries and the kernel—often
leveraging stable, well—established base
distributions as a foundation (Diaz et al., 2019).
Linux Installation Requires Advanced
Technical Expertise

Linux installation is the process of deploying the
Linux operating system onto a computer system,
encompassing the validation and modification of
installation parameters, copying of system files,
persistence of configuration settings, installation of
the boot manager, and preparation of the system
for initial startup (https://www.sciencedirect.com
/topics/computer—science/linux—installation).

A Linux distribution integrates the Linux kernel
with a comprehensive set of software packages,
thereby providing a fully functional operating
system along with most commonly required
applications upon installation (Sinclair, 2011). The
selection of an  appropriate  distribution
necessitates consideration of multiple factors,
including system performance, community support,
repository availability, ease of configuration, and
operational reliability.

Robust repository support significantly simplifies
system management, whereas limited support may
require manual package sourcing or compilation
from source code (Polstra, 2015). Distributions such
as Ubuntu, characterised by a regular release cycle
and long—term support (LTS) options, represent a
compelling choice for a broad user base (Gediya et
al., 2019).

Compared to operating systems such as Windows or
macOS, Linux installation and configuration
demand a higher level of technical proficiency. The
primary advantages of Linux are most effectively
realised by technically skilled users who leverage
access to the system’s source code for
customisation and optimisation (Dempster, 2001).
Successful deployment and operation often require
substantial expertise, and several factors—such as
inconsistent technical documentation, limited
conventional vendor support, and reduced vendor
accountability—have historically impeded
widespread adoption within the business sector.
Nevertheless, the full availability of the Linux
kernel source code, combined with a forward—
looking licensing model, has served as a key driver
of Linux’s sustained success over the past decades.
This ecosystem has fostered a global community of
experts who continuously develop and integrate
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valuable functionalities into the platform (Ganney
et al., 2020). Linux remains universally accessible—
available to individuals as well as commercial and
non—commercial organisations alike—and all
versions, including both long—term stable releases
and non—LTS variants, can be used without
licensing costs.

Advantages of ISO Virtual Disk Image Files
in Small and Medium—Sized Enterprises

An 1SO image is a disk image of an optical medium,
representing an archive file that contains all data
intended for an optical disc, stored sector—by—
sector, including the associated filesystem. ISO
images can be generated from physical optical
media using disk imaging software, constructed
from collections of files via disc authoring tools, or
derived through conversion from other image
formats. Software distributed on bootable media is
frequently made available in ISO format. Notably,
ISO images are uncompressed and do not rely on
proprietary container structures; instead, they
constitute binary representations of optical media
data, preserving the exact sector—level layout.
Typically, they encapsulate filesystems such as I1SO
9660 (and its extensions) or UDF, including all file
data in its original binary form as stored on the
medium (Whittaker, 2025).

Most software tools capable of writing ISO images
to hard drives or writable optical media
(CD/DVD/Blu—ray) are not inherently designed to
deploy such images directly onto USB flash drives.
This limitation is primarily attributable to tooling
constraints rather than deficiencies of the ISO
format itself. However, since approximately 2011,
a variety of software solutions have emerged that
support writing raw disk images to USB flash
devices (Yadav, 2024).

ISO—based virtual disk image files (commonly in
formats such as .iso, .vmdk, or .vhd) offer
substantial advantages for small and medium—sized
enterprises by reducing hardware dependency,
lowering IT maintenance costs, and enhancing
operational flexibility. Through virtualisation
technologies, SMEs can establish virtualised IT
infrastructures—including email services, file
sharing systems, and security platforms—on
relatively modest hardware, thereby enabling
competitiveness with larger organisations (Aljabari,
2012).

Empirical observations by Cashwell (2024) highlight
several key benefits of virtual disk images in SME
environments. Cost efficiency is significantly
improved, as virtualisation enables multiple virtual
machines to operate on a single physical server,
thereby reducing expenditures related to hardware
acquisition, energy consumption, and cooling.
Furthermore, virtual disk images facilitate rapid
backup and recovery of complete IT environments
compared to traditional physical server—based
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approaches. They are widely utilised for software
deployment, live system environments, and testing
scenarios, accelerating IT provisioning cycles.
Virtual Desktop Infrastructure (VDI) solutions based
on disk images allow employees to access systems
and data remotely, supporting flexible and
distributed work models.

At the same time, while features such as
snapshotting and consistent system state
preservation enhance reliability, the centralisation
of enterprise data within virtual disk images

introduces potential security risks, particularly
concerning  unauthorised access or data
exfiltration.  Consequently,  robust  security

mechanisms are essential. Virtualisation has rapidly
become a preferred paradigm for organisations
seeking to minimise energy and hardware costs
while maximising resource utilisation and sharing.
Today, system virtualisation is widely adopted
across both server and desktop environments,

enabling multiple virtual machines to run
concurrently on a single physical platform
(Alawadh, 2021).

As noted by Sahoo et al. (2010), system

virtualisation allows multiple virtual machines—
each running distinct operating systems and
applications—to execute simultaneously on the
same physical hardware. In such environments,
operating systems and applications remain
abstracted from the underlying hardware,
perceiving computational resources as shared,
virtualised resource pools. Within this paradigm,
the term guest refers to the virtual machine, while
host denotes the underlying physical or virtualised

infrastructure providing the execution
environment.

METHODS

This study presents a procedure for the

development of a deployment—ready installation
package tailored to small and medium—sized
enterprise environments. The system is based on
Kubuntu 24.04, whose software package
composition was extended with applications and
services specifically relevant to organisational
requirements.

## Installation of Required Tools for SME—
Oriented ISO Image Creation
In order to generate a bootable installation image
from the modified file system at the final stage of
the customisation process, the installation of two
essential software components is required. The
first is the ISOLINUX bootloader, which enables the
booting of floppy disk images, CD boot sectors, and
Linux kernels. This functionality ensures that the
customised disk image becomes fully bootable.
As part of the SYSLINUX project, ISOLINUX was
specifically designed to facilitate the creation of
bootable ISO images from directory structures
(Stevens, 2026). The second required tool is
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xorriso, which is capable of copying file objects
from POSIX—compliant file systems into Rock
Ridge—enhanced 1SO 9660 file systems. This
capability allows for the accurate generation and
structuring of the final installation image (Gorria,
2021).

Preparatory Steps for Modifying the Live
System within the Kubuntu 24.04 1SO

The initial phase of the customisation process
involves making the contents of the existing
Kubuntu 24.04 1SO accessible for modification. This
is achieved by first creating a temporary directory,
into which the ISO file is mounted using a loop
device. Subsequently, an additional working
directory is created, to which the read—only
contents of the mounted ISO are copied in order to
enable modification.

Following this step, the ISO image is unmounted
and the original mount directory is removed.
Entering the working directory containing the
copied files, the filesystem.squashfs file located
within the casper directory is extracted into a
specified target directory using appropriate
command parameters. Next, the required system
directories are mounted, and access to the
extracted squashfs environment is established via
the chroot command, enabling direct modification
of the live system filesystem.
System  Configuration
Deployment

Upon entering the squashfs—root environment via
chroot, the required software packages are
installed, the system is updated, and localisation
settings are configured in accordance with
enterprise requirements. Figure 1 presents the list
of applications included in the installation.

and Software

echo LANG=hu_HU.UTF-8 > /etc/default/locale

echo LANGUAGE=hu_HU:hu >> /etc/default/locale

echo LC_ALL=hu | 8 /default/locale

echo LC_NUMERIC=hu_| >> [etc/default/locale

echo LC_TIME=hu_HU. [etc/default/locale

echo LC_MONETARY=hu_HU.UTF-8 >> /etc/default/locale

echo LC_CTYPE=hu_HU.UTF-8 >> /etc/default/locale

echo LC_PAPER=hu_HU.UTF-8 >> /etc/default/locale

echo LC_IDENTIFICATION=hu_HU.UTF-8 >> /etc/default/locale
echo LC_NAME=hu_HU.UTF-
echo LC_ADDRESS=hu_HU.U
echo LC_TELEPHONE=hu_HU
echo LC_MEASUREMENT=hu etc/default/locale
echo LC_IDENTIFICATION=hu_HU.UTF-8 >> /etc/default/locale
echo LC_NUMERIC=hu_HU.UTF-8 >> /etc/default/locale

echo LC_PAPER=hu_HU.UTF-8 >> /etc/default/locale

¢/default/locale

sed -1 's/us/hu/' /etc/default/keyboard
dpkg-reconfigure tzdata

apt install isc-dhcp-server bind9 samba vsftod apache2 davfs2 cups avahi-daenon avahi-discover rsync cockpit c
i kész. A webes felilet a kovetkezd cinen érheto el: https:// hostname -1 | avk ' 21/tcp &
chive. ubuntu. com/ubuntu noble InRelease
chive. ubuntu.com/ubuntu noble-updates InRelease [126 kB]
e, ubuntu, con/ubuntu noble/main amd64 Packages [1401 kB)

Figure 1: Localisation and configuration of the SME—oriented system
Following the completion of all modifications, the

process proceeds with exiting the chroot
environment and unmounting all previously
mounted system directories. The original

filesystem.squashfs file is then removed.
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Commands Required for SME ISO Imaging
To facilitate the ISO imaging process for small—
and medium—sized enterprises (SMEs), the
following commands are employed to install the
requisite software tools:

sudo aptinstall xorriso —y
sudo apt install isolinux —y

The first command installs the xorriso utility, a
critical tool for constructing I1SO 9660 file systems.
The second command deploys the isolinux package,
which is essential for bootstrapping the Linux
kernel.

Commands for Preparing Modifications to
the Live System within the Kubuntu 24.04
ISO

The sequence of commands encompasses the
creation of a temporary directory for mounting the
ISO contents, establishing a persistent directory for
file operations, unmounting the ISO, deleting the
temporary directory, extracting the SquashFS
filesystem within the persistent directory,
mounting essential system components required for
chroot, and ultimately entering the ISO filesystem
via chroot:

mkdir iso_contents

sudo mount —o loop kubuntu—24.04.2—desktop—amd64.iso iso_contents
mkdir custom_iso

sudo cp —r iso_contents/ custom_iso

sudo umount iso__contents

rm —r iso_contents

cd custom_iso

sudo unsquashfs —d squashfs—root casper/filesystem.squashfs

sudo mount ——nhind /dev squashfs—root/dev

sudo mount ——nbind /dev/pts squashfs—root/dev/pts

sudo mount ——nhind /proc squashfs—root/proc

sudo mount ——nbind /sys squashfs—root/sys

sudo mount ——nbind /run squashfs—root/run

sudo chroot squashfs—root
Issues Arising from Fresh Kernel
Installation

Before commencing system configuration, it is
critical to highlight a particular challenge observed
during customization. Installing a yet—to—be—
deployed kernel within Kubuntu, or any distribution
leveraging the KDE desktop environment, can
trigger multiple functional issues. Specifically, on a
machine running the live system, the wireless
network interface remains inactive, while internet
connectivity is only available via the Ethernet port.
If the machine lacks an Ethernet interface, it
becomes entirely incapable of establishing an
internet connection. In this state, USB ports
provide power to connected devices—such as
illuminating a wired mouse—without enabling
functional communication.

Consequently, even a USB—to—Ethernet adapter
fails to facilitate network access due to the
absence of active data communication. The root
cause lies in the kernel installed during the
customization process, which lacks proper support
for the system’s diverse hardware components.
Notably, this issue manifests exclusively under the
KDE desktop environment. In contrast, testing
revealed that creating a Linux Mint 22.1 installer
does not produce this problem: the kernel can be
installed seamlessly, as the Cinnamon interface
appears inherently immune to this hardware
compatibility anomaly.
## Commands Required for Localization and
Configuration of SME Systems
The localization and installation of essential
services and applications tailored for small— and
medium—sized enterprises (SMEs) are executed
using the following command.

— Updating package repositories:

apt update
— Performing a comprehensive  system
upgrade:
apt full—upgrade —y
— Applying localizations to the target

language (Hungarian in this example)

aptinstall language—pack—hu* language—pack—rkde—nhu hunspell—hu
hyphen—hu —y
echo LANG=hu_HU.UTF—38 > /etc/default/locale
echo LANGUAGE=hu_HU:hu >> /etc/default/locale
echo LC_ALL=hu_HU.UTF—38 >> /etc/default/locale
sed —i's/us/hu/" fetc/default/keyboard
dpkg—reconfigure tzdata

— Installing and enabling essential services:
apt install isc—dhcp—server bind9 samba vsftpd apache2 davfs2 cups avahi—
daemon avahi—discover rsync cockpit cockpit—networkmanager fail2ban ufw
wireguard openssh—server —y
systemctl enable isc—dhcp—server
systemctl enable bind9
systemctl enable smbd
systemctl enable vsftpd
systemctl enable apache2
a2enmod dav dav_fs && systemctl restart apache?
systemctl enable cups
systemctl enable avahi—daemon
systemctl enable cockpit
systemctl enable fail2ban
ufw allow 22/tcp && ufw allow 80,443/tcp && ufw allow 139,445/tcp && ufw
allow 631/tcp && ufw allow 21/tcp && ufw allow 5353/udp && ufw ——force
enable
echo "[v/] Installation complete. The web interface is available at the following
address: https://" hostname —I | awk '{print $1}'"*:9090"
exit

Commands Required for Finalizing the
Installer

To finalize the installer, the commands depicted in
Figure 2 must be executed.
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sudo umount -1 squa

sudo umount -1 squasl
sudo umount -1 squasl
sudo rm casper/filesyste

r.ing
.50 | tail +10 | head -1 | cu
0| head -1 | cut -d ' ' -f2° if=../

0 -map . [/ -

-volid "
ion_table=on -boot _{
b

Figure 2: Commands necessary for the completion of the SME ISO
Before constructing the ISO image, it is essential to
extract certain critical information and files from
the source image intended for customization. This
includes the boot sector image, the UEFI boot
filesystem, and the associated structural metadata.
In modern Ubuntu distributions, both the MBR boot
code and the EFI image are not provided as
standalone files; instead, they must be retrieved
directly from the existing ISO image. Specifically,
one resides within the boot sector, while the other
is located on a dedicated partition. The commands
required to perform these two extraction
operations are as follows:

sudo dd bs=1 count=446 if=../kubuntu—24.04.2—desktop—amd64.iso
of=mbr.img

sudo dd bs=512 count="sudo fdisk —I ../kubuntu—24.04.2—desktop—
amdé4.so | tail +10 | head —1 | cut —d ' " —f8" skip="sudo fdisk —I
./kubuntu—24.04.2—desktop—amd64.iso | tail +10 | head —1 | cut —d '
—f2" if=../kubuntu—24.04.2—desktop—amd64.iso of=EFl.img

To verify the success of the customization process,
the system contained within the ISO image must be
booted, allowing for the visualization of the
applied modifications. The overall outcome of the
process is illustrated in Figure 3.

Figure 3: The ready—to—use, fully installed system

CONCLUSIONS
The findings of this study demonstrate that the
customization of Linux—based operating systems
and the development of bespoke installer images
hold substantial strategic significance for the IT
operations of small- and medium—sized
enterprises (SMEs). The research confirmed that
structured, reproducible modification of an
existing I1SO image—through management of the
SquashFS filesystem, utilization of a chroot
environment, and subsequent ISO regeneration—
can be executed efficiently. This methodology
enables organizations to create pre—configured
systems tailored to their specific operational
requirements.
For SMEs, the optimized use of resources is
particularly critical, and customized Linux ISOs
contribute significantly to this objective. Deploying
pre—configured systems reduces installation and
configuration time, minimizes the risk of human
error, and simplifies the management of IT
infrastructure.  Consequently, even  smaller
organizations can implement  professional,
consistent, and easily maintainable systems
without  necessitating substantial additional
resources.
The investigation also  highlighted that
compatibility issues—especially in the domains of
kernel and driver management—can impose
disproportionate burdens on SMEs. Customized
installation  solutions, however, provide a
mechanism for addressing these challenges
proactively, ensuring a stable and fully operational
environment post—deployment. This not only
enhances system reliability but also lowers ongoing
maintenance costs.
Our results indicate that customization represents
not merely a technological advantage but a
strategic asset for SMEs. It enables the creation of
scalable and automatable IT environments that
support organizational growth and operational
efficiency. This is particularly crucial for
organizations lacking a dedicated, large—scale IT
team.
The study validates that the adoption of
customized Linux ISOs can confer a substantial
competitive advantage for SMEs. The methodology
presented facilitates faster deployment,
standardization, and long—term stability of IT
systems. Future development directions include
deeper integration of automated installation
workflows and the design of solutions that further
reduce operational overhead within the SME sector.
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